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[Tepiexopevo AlGAeENC

 EvroAéc UNIX (echo, touch),

* Idioktnoia kar Aikaiwuara lpooBaonc
(chmod, chgrp, chown, umask, suid, sgid,
sticky bit),

* [IpooOnNkn Xpnorwyv (useradd &
public/private keys)

 Kavovikéc Ekppaocsic (grep, egrep)

21-2



[Tepiexopevo AlGAeENC

 EvroAéc UNIX (echo, touch),

* Idioktnoia kar Aikaiwuara lpooBaonc
(chmod, chgrp, chown, umask, suid, sgid,
sticky bit),

* [IpooOnNkn Xpnorwyv (useradd &
public/private keys)

 Kavovikéc Ekppaocsic (grep, egrep)
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ATTAEC EvToAEC UNIX

* EvroAn echo (emmAoyec -n, -e)
— EKTUTTWON YPAUMNG KEIJEVOU TTOU OiveTal padi
ue newline
— ETiAoyn -n
« Oev eu@avifel TN vEa ypapun (newline)
— ETiAoyn -e

* EMTPETTEI TNV EPUNVEIA TV backslash escapes

X, \n, KATE

bash-3.1$ echo -e "This is a\nnew message'
This 1s a
new message
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ATTAEC EvToAEC UNIX

« EvrtoAn touch <existing_filename>

— O XpOVOG TPOTTOTTOINONG TOU APXEIOU EVNUEPWVETAI UE TOV
UQPIOTANEVO XPOVO.

bash-3.1$ 1s -1 test/test2/test2. txt

-rw-r--r-- 1 cspgccl cspg 18 Jan 24 10:42 test/test2/test2.txt
bash-3.1$

bash-3.1$

bash-3.1$ touch test/test2/test2. txt

bash-3.1$ 1s -1 test/test2/test2.txt

-rw-r--r—-- 1 cspgccl cspg 18 Jan 30 17:14 test/test2/test2.txt

* EvTOAA touch <new_filename>
— AnMIoupyei Eva vED, KEVO apXEio

bash-3.15 1s -1 new file. txt

ls: new file.txt: No such file or directory

bash-3.15 touch new file.txt

bash-3.1% 1s -1 new file. txt

-rw-r--r-- 1 cspgccl cspg O Jan 30 17:19 new file.txt 21-5



|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

 Xpnorn¢ (User): oTToloodNTIOTE EXEI
Aoyaplaocpo oto UNIX cuoTtnua

* OI xpnoTeg opyavwvovTal o€ Ouadec
(Groups).
— EVOG ) TTEPICOCOTEPOI XPNOTEC UTTOPOUV VO
QVIKOUV O€ Tro)\)\aTr)\ég OMAOEG.

Superuser

(System admlnlmo

o o o [0 @® o o
M M A\AAA A A
o o o 0 |0 o o
A M MAAAMAMAA
o 0 0 0 0 o o
MM MAAMAMAAMAA
o 0 0 o0 o o o 21-6
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|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

* [0 va BpeIc TTANPOYOpPIEC OE TTOIA/EC
oMada/EC AVNKEI Evac XPNOTNC:
— EvroAn groups <username>

bash-3.1$ groups dzeina
dzeina : faculty epl37/l
bash-3.1$ groups cchrys
cchrys : tspecial epl001 csphd visiting epl371

— 2nueiwon: Z1o UNIX, ka6 xpriotng NMPENEI va civai
MEAOGC TOUAAXIOTO MIOG Opadag (auTr) TTou opileTal
atro 10 GID peoa oto /etc/passwd) 21-7



|d1o0KTNOIa KAl AIKaiwuaTa
[TpOoBaonc
« Emireda Ao@aAcgiac:

— 20oTtnMa, KardAoyog, Apxeio

— AC@AAEgI0 ZUCTAMATOG: EAEYXETAI ATTO TOV
OIaXEIPIOTA TOU OUOTRMATOG (System administrator)

— KataAoyog Kal ApXEio: EAEYXETAI ATTO TO XPNOTH
OTOV OTT0I0 AVNKEI

A Level 1: System

SysAdmin Level 3:File
[ -
User
\Level 2:Directory \/
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|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

* Kwodikag Aikaiwpatwy NpoopBaong*

File Type | Read Write Exec Read Write  Exec Read Write Exec
Indicator \ ( \ ( \
- row X row X row X
(regul, dir, ...)
User Group Others

— User (XpRnotng-1810ktATNG): O dnuioupyos Tou apxeiou
— Group (Opada): 21 Ao XPNOTEC TTOU OUADOTTOIOUVTAI

— Others (YmroAoitrol): O1oloadn1roTe Aoyapiaouog TTou
dev avnkel otnv Opada aAAa avrkel o€ GAAN opdada
— TpeIg TUTTOI DIKAIWUATWY TTPOCRACNG:
° r read
° W write
* X execute
permission denied

. . 21_
* |s -al <file | directory> 9



|d10KTNCIa Kal AIKAIWPATO
[Tp6oaonc

« TiutrodnAwvel To KABE €ido¢ TTPOORACNG;

r (read) View file contents List directory contents
w (write) Change file contents - Change directory contents
(create and remove files in that
dir.)
X (execute) Run executable file - Access files explicitly (by

name) in the given folder

Permission denied Permission denied
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|d1o0KTNOIa KAl AIKaiwuaTa

[TpOoBaonc

» Aciktn¢ Tutrou Apxeiou

Xapaktipag |Acgiktng TutTou Apxeiou

d Directory

b Block-type special file (11.%., DVD,
CDROM, DISK)

C Character-type special file (11.%., terminals,
printers kail networks)

| Symbolic Link

D Pipe

S Socket

21-
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|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

« EALyxovracg Ta AlKaiwuaTa:
— EvioAn Is - <file_ OR_dir_name>

bash-3.1$%$ 1s -1R test/ |

total 47 _—7 rjename

-rw-r--r—-- 2 cspgccl cspg 28
lrwxrwxrwx 1 cspgccl cspg 20
drwxr-xr-x 4 cspgccl cspg 50
drwxr-xr-x 2 cspgccl cspg 22

test/testl:
total 4

Jan
Jan
Jan
Jan

25
24
28
24

| | head |
total size of all files in the list (measured in 512 B)

test/:
/ / Permissions, Hard-Links, User, Group, FileSize, Last Modified Date + Time,

14:
10:
17:
10:

35 HardLinkToFilel.txt

50 SymbLinkToFile2.txt -> test/test2/test2.txt
25 testl

42 test?2

drwxr-xr-x 2 cspgccl cspg 24 Jan 23 22:41 testl 1
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|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

o AANayn AIKAIWUATWV:

Changing
Permissions

Symbolic I Octal |
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|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

o AANayn AIKAIWUATWV:

— EvroAry chmod = poévov o 1010KTATNS (0 Su)
(ka1 GANa pEAN TNG OPAdAC KATW ATTO 0pBA dIKAIWMKATA UTTOPOUV
va 1O TTPAgouVv!)

chmod

options

mode file/directory ‘
A

-R: recursive

symbolic
or octal

21-14



|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

« AAAayn AIKaiwpAaTwyV: ZUMBOAIKA HOpPYN
— EvtoAn chmod

chmod -options modes Flef'dlrectory

| ‘_]/ Loperator\LlPermmsmns

e T

‘ chmod u=rwx,g+w,o-w memo.doc I 21,15

Chmod +x file
> Adds +x to u,g,0 [

v O W C
I+




chmod +Xx

Stouch testfile
Sls -al testfile

—rw—r—-——-r—— 1 dzeina

Schmod +x testfile
Sls -al testfile

—rWwXr-xXr-x 1 dzeina

Schmod = testfile
S 1ls -al testfile

__________ 1 dzeina

Schmod 777 testfile
S 1s -al testfile

—rwxXrwxrwx 1 dzeina

staff

staff

staff

staff

Feb

Feb

Feb

Feb

14

14

14

14

11

11

11

11

2277

2277

2277

2277

testfile

testfile

testfile

testfile
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|d1o0KTNOIa KAl AIKaiwuaTa

[TpOoBaonc

« AAAayn AIKaiwpdaTwyv: ZUMBOAIKA HOPPN
— EvtoAn chmod

chmod who operation permissions filename

u for user

g for group
o for others
a for all

\

M N

+ for add
- for remove
= for assign

/

N (set) )

r for read
w for write

x for execute
\

~

/
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|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

* AANayn AIKaiwuaTtwyv: ZUMBOAIKR Hop®n
— Napdadelypa:

bash-3.1$ 1s -1 test. txt
-rw—-r——-r—-— 1 cspgccl cspg 0 Jan 30 19:38 test.txt

AANayn Twv dIKAIWPATWY TTPOCRaoNS £T01 WOTE OAOI VA NTTOPOUV
va 10 di1afdadouv Kal va TO EKTEAOUV Kal MOVO 0 IBI0OKTATNG KAl

N opdada va YIropouv va ypd@ouv ¢’ auTo (rwx|rwx|r-X):

bash-3.1$ chmod ug=rwx,o+x test.txt
bash-3.1$ 1s -1 test. txt
—rwxrwxr—-x 1 cspgccl cspg 0 Jan 30 19:40 test.txt

 chmod o= test.txt = agaipel Ta dikaiwuata atro O group
21-18



|d1o0KTNOIa KAl AIKaiwuaTa

[TpOoBaonc

« AANayn AikaiwpaTtwyv: OKTadIK HopePN

Permission
Octal Value

r w X r -
4 2 1 4=
User Group

L

r —

X
4 1

Others

M

‘ chmod 755 file name I
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|d1o0KTNOIa KAl AIKaiwuaTa

[TpOoBaonc
* AAAayn I1010KTNCIOC

— EvroAn chown <new_owner> <filename>

« AAN\ayn 1I010KTNTNCIAC EVOC apXEiou > MOVOV O
1I010KTATNG (KAl O SU) MTTOPEI va TO TTPAEE!!
— Mg 1nv aAAayr, o vEOG IDIOKTATNG €ival O JOVOC TTOU PTTOPEI
va dwaoel Ta dIKAIWUATA TTicw (Kail 0 su).
chown root /directory

Change the owner of /directory to "root". The group of
/directory is changed to root’s default group (i.e., root).

chown root:staff /directory

Likewise, but explicity change the group of /directory to
"staff“. (recall that a user might belong to several groups)

chown -hR root /directory

Change the owner of /directory recursively (-R) to "root"
(including the traversal of symbolic links. Used 21-22

(=h)”>to’rexclude them.!)



Taking Ownership in Windows
(Fixing Orphaned Users)

&

-
Documents Properties @ H
| [ @ = | Local Disk (C - b X
General ISharing Security |F'revicus Versions D.lstomize| “ Home  Share  View )
e

Ol:le-'l:“t name: O-%\Documents v E} » ThisPC » Local Disk (C:) v O Search Local Disk (C:) 2
Ouick access MName Date modified Type Size
GI'CILIFI ar User names: o L x
= = D¢ Advanced Security Settings for Data
82, SYSTEM - o
(
= Account Unknown(5-1-5-21-1206375286-251243764-221 1 b
a L ¥ " L — =P Name: C:\Data
52, Administrators {TaylorGibb-PCh\Administrators) o
22 | leare Tadard ikl P leat b = Cwner: winaero (WIN-OJTHO003865 winaerao) !
1 UL} + @ One []Replace owner on subcontainers and ohjects
To CI'IEI'IQE FIEI'I'I'IiSSil:II'IS, click Edit. Q' Thit Permissiens Auditing Effective Access
_— = D¢
PEI'ITIISSIDI'!S for Accourt . For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).
Unknown(S-1-5-21-1206375286-; Allow Dery = Dr
¥ D¢ Permission entries:
& =
Full control l M Type Principal Access Inherited from Applies to
Modify pi | |# Allow  Administrators (WIN-OJTHOO... Full control A This folder, subfolders and files
Read & execute w4 = | - g 82, Allow  SYSTEM Full control A This folder, subfolders and files
List fold rtert J =] 33; Allow  Users (WIN-QJTHOO03865\Us...  Read & execute i This folder, subfolders and files
plaer contents . €y Lg 2, Allow  Authenticated Users Maodify A This folder, subfolders and files
Read g @ sk
1
Write 7
. J By Net

Fu.jr special permissions or advanced settings, P T— Add Remove View
click Advanced.

Disable inheritance

Leam about access control and pemissions 7 items ["] Replace all child object permission entries with inheritable permission entries from this object

OK ] [ Cancel ] Arnhy ] i Cancel Apply

21-23



|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg
* AAN\ayr Ouadacg

— EvtoAn chgrp <new_group> <filename>

« AAN\ayr) opdadac (effective group) evoc apxeiou o€ pia AAAn
OMAda oTNV OTToIa AVAKEI O XPrOoTNG
« MrtTopei va emmTeuxOei Kal ue Tnv chown
bash-3.1$ 1s -1 test.c
-rw-r—--r—- 1 cchrys tspecial 55 Mar 17 2015 test.c
bash-3.1$ groups cchrys
cchrys : tspecial epl001 csphd visiting epl371l
bash-3.1$ chgrp visiting test.c
bash-3.1$ 1s -1 test.c
-rw-r—--r—-—- 1 cchrys visiting 55 Mar 17 2015 test.c
bash-3.1$ groups cchrys
cchrys : tspecial epl001 csphd visiting epl371l
Acite ETouevn Ailagaveia yia Baaikn & ouuttAnpwuarikn ouada! 21-24




Primary / Supplementary
Groups (groups, id)

 Ava mmaoa oTmiyun, évac UNIX xpriotng @<pel eva user id (uid) kai Eva
group id (gid).

* [lapd&AAnAa, Evag xpNoTng MTTOPEI va avrnKel Kal o€ AAAa groups, To
TTpwTto (default) ek Twv otToiWV ovouddletal Baocikn opada (Primary

Group), evw Ta UTTOAOITTA CUHMTTANPWHATIKEG OMADEG
(Supplementary Groups)

$ groups # print the groups a user is in

faculty epl3371 epll332 anyplacegrp epl6d46 colloggrp crowdgrp smartpgrp
smartgrp smartlgrp smartnet tvmgrp

$ id # print group names and their group IDs

uid=1240 (dzeina) gid=231(faculty)
groups=231 (faculty), 306 (epl371),314 (epll32),348 (anyplacegrp),411 (epl6do)
,426 (colloqggrp) , 446 (crowdgrp), 453 (smartpgrp) ,466 (smartgrp), 483 (smartlgrp
) ,488 (smartnet) , 505 (tvmgrp)

$ newgrp epl371 # aAlayq PBaoLKAG op&dag

uid=1240 (dzeina) gid=306 (epl371)
groups=231 (faculty), 306 (epl371),314(epll32),348 (anyplacegrp), 41l
1 (eplod6),426(colloggrp), 446 (crowdgrp), 453 (smartpgrp) , 466 (sm@AE25
grp), 483 (smartlgrp) 488 (smartnet) ., 505 (tvmgrp)



AvTAnon TautoTnTwy a1ro EcuttnpeTnTn
TauTtotmroinon¢ LDAP - EvToAn getent

NMNapouciaon xpnotwy (avrtiotToixo Tou /etc/passwd)

Sgetent passwd

aandre2?28:*:2923:472:Andreou
Andre:/home/students/cs/2011/aandre28:/bin/bash

acostaQl:*:27760:472:Andri
Costa:/home/students/cs/2011/acostall:/bin/bash

ageorg35:*:2743:472:Anna
Georgiou:/home/students/cs/2011/ageorg35:/bin/bash

NMapouciaon oToixeiwv opadag (avtioTolxo Tou /etc/groups)
Sgetent group csll
csll:*:472:
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|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

* Aikaiwparta [Npocofaong apxeiwv Kal KATaAoywv
KOTA TN dnUIoupyia Toug

— EvroAnr umask (Opilel 11 dikaiwuara agaipouvrai)

— Ta g’ oplopou (TrpoeTTAEyéva) SIKAIWUATA EVOG
OnpIoupynBevTog apxeiou N kataAoyou pubuigovTal
APXIKA XPNOIMOTIOIWVTAG WIG HETABANTA 3-YNn@iwyV o€
OKTAOIKO oUOTNMA, TToU ovouadleTal user mask.

— AuUTO 1O user mask £xel opioBei atrd Tov system
administrator otav dnuIoupyndnke o AoyapiaoHog
TOU KAB¢g xpnoTn.

— To user mask 1repIEXEl TIC PUBUICEIC OE OKTODIKO VIO
Ta diIKaiwpara TpocBaocng mou APAIPOYNTAI atrd
TO UEYIOTO OTAV £VAC KATAAOYOG I apXEio
dnuUIoUpPYEITAl.
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|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

— MéyioTa Aikaiwpata KaTta Tnv dnuioupyia:
* KataAoyou: 777 (OnA., rwxXrwxrwx)
« Apxeiou: 666 (OnA., rw-rw-rw-)

— .x., ye “touch a” Ta dikaiwpuata Tou a gival “666 — umask”

— [NaTi 666 o€ apxeia kal 777 o€ KATAAOYOUG;

* To UNIX TTpOoOTTOBEI VO GUUTTEPIPEPETAI ECUTTVA
000V a@opd Ta execute diIKAiwpA.

— MNpakTIK& Ta apxeia BewpouvTtal ot dev £xouv NOTE
execute diIkaiwpaTa KATA TN dNUIoUpPYia TOUG.

— AQaipwVvTag £€'opIoPOU TO execute o€ apxeia ETITPETTEI TO
ouoTnUa va EXEl TTEPIOCOTEPN AOPAAEIQ.

— To execute o€ KATAAOYouUG dEV APAIPEITAlI EQOOOV UTTOPEI
va BeAoupe va Trapexouue access by file name 21-28



|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

— MNapdadeyua To emmAéov O Ba €¢nynBei o€ Aiyo
bash-3.1$ umas
2
bash-3.1$ touch test. txt
bash-3.15 1s -1 test. txt
1 cchrys tspecial 0 Jan 31 06:27 test.txt
bash-3.1S mkdir test-perm
bash-3.1$ 1s -1d test-perm/

drwxr-xr-x>2 cchrys tspecial 4096 Jan 31 06:28 test-
perm/

Eile Directory
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|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

— Napadeyua (cuveExeia)

bash-3.1$ umask 077 (group & others: NO permissions)

bash-3.1$ touch test2.txt File: 666 - 077 = 600
1 cchrys tspecial 0 Jan 31 06:59 test2.txt
bash-3.1$ mkdir test2—perm Directory: 777 - 077 = 700
bash-3.1$ 1s -ld-te -perm (-d:show dir not content)
drwx------>2 cchrys tspecial 4096 Jan 31 07:00 test2-
— To umask puBuiletal yia opa Kail IoXUEI
LUEXPI TNV ATTOOUVOEDN TOU Session.
« KaBe popa 1Tou ouvdeduaoTe (log in) oT0

oUuoTnNUa, To umask KpaTd TNV TTPOETTAEYUEVN TOU
TIUN (aPYOTEPQA BA JIAOOUUE YIA TO TTPOPIA) 21-30



Ei1dika Aikaiwpuata Npooaong

o 2€ TTOAAEC TTEPITITWOEIC TTPOKUTITEI N AvAyKN YA
TTPOCWEIVA avaBaduioucva dIKAIWUATA.
— T1.x., 0 xpnotnc dzeina:faculty va €xe1 dIKalWPATA root:root KaTa
TNV eKTEAEON TNV €VTOANC /usr/bin/passwd
* YTTapxouv ol akOAoubol TPOTIOI:

1. Login as <newuser> (11.X., SU — Newuser)

2. Run command with sudo (17.X., sudo —u newuser /usr/bin/passwd,
requires the existence of configurations in /etc/sudoers/)

3. Special Permissions on Executable (Eidik& Aikaiwuara)
« Set User ID (SUID) -- yia ekTEAECIUA apXEia
« Set Group ID (SGID) -- yia ekTeEAEOIMO apXEia
« Sticky bit (STB) -- yia KaTaAdyoug
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Ei1dika Aikaiwuarta Npocaonc:

« PuBuion Eidikwv AiIKalwpaTtwy

ApXeia

Evdéxeral va givai
Kal OTO TEAOC

— Xpnon TnG evioAr)c chmod o€ okTadIk Jop®r):
* 11.X. chmod 7777 filename

suid|sqgid|stb | r | w rw|x|r|wjxX

4 2 1 142 412111421
7 7 7 7

Special user group others
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Ei1dika Aikaiwpuarta Npoocaonc:
Apxeia

+ EI0IKa Aikaiwpuata: Set User ID (SUID)

— SUID emTPETTEI OTOUC XPINOTEC VO EKTEAEOOUV £va APXEIO
KAl va Yivouv TTpoowEIVvoi 1I010KTATEG (Owners) Tou
apxeiou (Kata Tn OIAPKEIA TNG EKTEAEONG).

« 270 Linux / Unix ayvoeital yia kataAdyoug (UOVOo yia apxeia)
* Mapadeiypa: H evioAr) passwd i ping Ye IOIO0KTATN TOV root £XEl
TIGC AKOAOUBEC EIDIKEC PUBUICEIC:

bash-3.1$ 1s -1 /usr/bin/passwd
—r—(}—x——x 1 root root 21944 Feb 12 2006 /usr/bin/passwd

SLﬁéé/i§T1$ ls -al /bin/ping

—rq@r—xr—x 1 root root 40760 Sep 26 2013 /bin/ping

* Otav évag xpNoTng ekTeAEi TNV EVTOAN passwd, o XpoTng Yivetal
TTPOOWPIVA O «root» XpNoTNG YIa 600 TPEXEI N EVTOAR (ONA., N
dlepyacia Ba £xel Ta id1a dIKAIWHATA OTTWG AUTA TOU I0IOKTATN
TOU apXEiouv) 21-33
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|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

* Mapouciaon EidiIkwyv AIKAIWHATWY

— H kardotaon Twv dIKAIWPATWY TTPOCBa0NC TTOU
e@aviCeTal he TNV EVTOAR «ls -1» dev éxel EexwpioTod
TMAMA YIO TA €10IKA OIKAIWHATO OE TTOAAEG
uhotroinoeig ®.

— ET1e1dn 1a €101k dIKaIwPATA aTTaITouV ouvnwg
«execute», KAAUTTTOUV/avTIKaBioTouv TO SIKaiwua
execute agTnv TTapouaiacn TNG EVTIOANG «Is -I».

rWXFrWwWXTrw X FW-TW-TW -

ME 1 1 | \ XQPIE
EXECUTE ' ~ EXECUTE
rWSIfWSFWIt rwSrwSrwT

SUID SGID STI;)(I:TKY SUID SGID STIJZKY



|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

« EiI0IkKa Aikaiwuara: Set Group ID (SGID)

— H SGID Kavel Toug XProTeG va Yivouv HEAOG TNG
OoHMadag TOU YOVIKOU KATAAOyoU

— XpNolIJo yia dnuioupyia KovoxpnoTtng Tpooacng o€
ATOMO ATTO OIAPOPETIKEC OuAdEeC (T1.X.,Student, faculty)
* YTrapxel Kkarrola opada “GALL™ ye yEAn Toug
A:G1l, B:G2, C:G3 (username:group)
-_O kataAoyocg /projects/ avnkel oto GALL.

suid | sgid | stb

4 | 2 | 10O A:G1 ekteAei «touch file» (dnuioupyia apxeiou)
/ — Twpa 1o file gival Tou A:G1 (d¢ite Is —al file)
SPecl Evi edv ekTEAOUOCAUE TO TTIO KATW TIPIV TO touch:
— chmod 2777 /projects/ 21-35

=nTare1o file-Ba cixe dikanwpaTa A GALL



|0l10KTNOIa Kal AlIKaiwuaTa
[TpooBaonc
[Mapadeypa SGID

$Is -ald anyplace/ # d shows directory not content
drwxrwsr-x 21 kgeorgl0 anyplacegrp 4096 Jan 2 00:02 anyplace/

MAéov, 611 apxeia dnuioupyouvTal AVARKOUV OTO group anyplacegrp oTo
OTToio aviiKouv Kai o1 duo XpHoTeS (BOAIKS yia aAAayég Kal aTrd Toug duo)

$ls -al

total 180

drwsrwsr-x 21 kgeorgl0 anyplacegrp 4096 Jan 2 00:02 .
drwxr-xr-x 68 root  root 8192 Sep 30 10:02 ..

drwsr-sr-x 2 dzeina anyplacegrp 4096 Sep 19 14:57 architect
drwsr-sr-x 2 dzeina anyplacegrp 4096 Sep 19 14:57 contact
-rwxrw-rw- 1 dzeina anyplacegrp 181 Sep 18 13:55 contact.html
drwxrwxr-x 2 kgeorglO anyplacegrp 4096 Nov 27 13:14 css
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|d1o0KTNOIa KAl AIKaiwuaTa
[Tpbdofaoncg

« EiI0IkKa Aikaiwuara: Sticky Bit (STB)

— Eav epappoaoTei 1o Sticky Bit 10TE n diaypa@n
AP XEIWV/KATAAOYWYV UTTOPEI VA VYivEl ATTO Eva
XPNOTN MOVO O€ apXEia TToU £XEl TTPOCOECEI O i010G
O XPNOTNG.
» To Sticky Bit ekTeA&i pia xprioiun Aciroupyia oToug
KATaAOyoug, T1.X., OTO /tmp (KOIVOXPNOTOG XWPEOG)

— [Napadeiyua:

bash-3.1$ 1s -1d /tmp

drwxrwxrw@ 71 root root 16384 Jan 31 04:10 /tmp
Sticky Bit

— E&v 10 /tmp Atav oanAd& 777 1d1e Oo unopoUoe

omoLoodAmoTe v dlaypdesl rKoaToardyouc/apxela

GAANOV XPENOoTOVv (OXL pdvo HPpoowILKOUQC) . 91.37



[TpooBnkn Totmikwyv XpNoTwy
(EvtoAn useradd — LDAP luseradd / Igroupadd-)

 #less /etc/default/useradd
GROUP=100
HOME=/home
INACTIVE=-1
EXPIRE=
SHELL=/bin/bash
SKEL=/etc/skel
CREATE_MAIL SPOOL=yes

To change the default home
directory location for all new users
# useradd -D -b /opt/users

To change the default login shell
# useradd -D -s /bin/sh

Create multiple users with same UID

# useradd -o chrisk -u 501
# useradd -o chris -u 501
# useradd -o user -u 501

Verify the UID of the newly create
users

# grep 501 /etc/passwd
chrisk:x:501:501::/home/chrisk:/bin/sh
chris:x:501:504::/home/chris:/bin/sh
user:x:501:505: :/home/user:/bin/sh

Manually assign a UID to the user
# useradd -u 550 chrisk

Add user to different primary

group
# useradd=gadmin;dbachris
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Kavovikec Ekppaceig

 Mia Kavovikn ‘Ek@paon (Regular Expression) givai
EVA TTPOTUTTO TTOU TTEPIYPAPEI £va OUVOAO
OuppBoAOTEIPWV.

— 2NMJAVTIK €vvoia OTA TTAQIOI0 TWV METAYAWTTIOTWYV, Bewpiag
UTTOAOYIOMOU, OAAQ KOl TTPOYPOAHMHATIOTIKWY YAWOOWV.

— O PAcCIKOTEPOG TPOTTOG EKTEAEONG KAVOVIKWYV EKPPATEWY OTO
UNIX gival pe xpnon g evioAng grep (R egrep)
— KavoviKEG EKQPAOEIC KATAOKEUALOVTAIl XPNOINOTIOIWVTAG
MIKPOTEPEG EKPPATEIG.
* 21N Otwpia YTToAoyIouoU gixape paBel OTI O KAVOVIKEC EKPPATEIC (regular
expressions, regexp N regex) XpnoiJoTroloUuvTal yia TNV
TTEPIYPAP YAWOOoWYV PE atrAd cUpBoAa, To NULL kal ouvduaououg TTou
TTPOKUTTTOUV HE epappoyn Evwong (U), Tou aotepiou KARvu (Kleene Star) (*)
N Kal TTAPEVOETEWY

— [l.x., (a*b*)*(abba)(a*b*)*
X-» (a*b*)*(abba)(a*b*) 2140



EvToAn grep

« EvroAn grep (etmAoyEg -i, -n, -v, -w, -| )
— Waxvel o€ apxeia eil0odou yla YPOMMES TTOU TTEPIEXOUV
EVA TTPOTUTTO TTOU OiVETAI KAl TIC EMPavilel aTNV £CO0O0.

grep <options> <pattern> <filename>

p -n option: show line number of matching lines
* [lapadeiyuata pattern
/////’////% filename

bash-3.1$ grep -n root /etc/passwd
1l: root:x:0:0:root:/root:/bin/bash
12: operator:x:11:0:operator:/root:/sbin/nologin

-V option&:invert match (show lines that don’t contain the word bash)
bash-3.1$ grep -v bash /etc/passwd | grep -v nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt

news:x:9:13:news:/etc/news: 21-41



EvToAn grep: EmAoyéc (Options)

grep Options (€TTIAOYEG I, -N, -V, -W, -] )
— EmiAoyn -1 (case-insensitive-match)
* Case-insensitive - ayvoei T0 O1IaXWPIoUO KEPAAQiIWY Kal HIKPWV
YPOAUMATWY
— EmiAoyn —n (numeric-prefix)
e EKTUTTWVEI TNV ApiOUNON TWV YPAUPWY oTNV £€000
— EmiAoyn -V (invert-match)
* gygavicel Tig ypappeg mou AEN Taipiagouv PE TO TTPOTUTIO TTOU
WAXVOUME
— EmiAoyn —w (word-match) — Wadiuo yia Aéeic
* TOIPIAGEI TO TIPOTUTTO E OAOKANPWHEVEG AEGEIS (OEV TTEPIEXOUV

TOUG XOPOKTAPEG TNG TIWAG TTepIBAAAovTog $IFS, n oTroia ¢’
opIOMOU TTEPIEXEI TA Whitespace: newline / tab / space)

— EmiAoyn -l (latin-el) (filename-with-match)

* ATTOKpUYN TNG KAVOVIKAG pong oTo Stdout. TuTTwoe povo Ta
OVOMOTA TWV APXEIWV (OXI TO ATTOTEAECUATA) OTTOU YiVETAl 21-42
match



EvToAn grep: KavoVvIKEC
Ekppaocic (Patterns)

* H grep xeipidetal OUO OIAPOPETIKEC EKOOXEC
OUVTOENG KAVOVIKWY EKQPATCEWV: TIC
BACIKEC KOl EKTETAMEVEC.

— O1 Baoikég KavoviKEG ekppaoels (BRE)
UTTOPOUV Va XpnoluoTToinBouv atro TNV EVIOAN
grep (ouoro ue GNU grep)

* OTTwcg opioTnke atrd Tov Ken Thompson otnv apxIkn
uAotroinon Tou yia to UNIX.

— O1 EkTeTapéveg Kavovikég Ekppaoceic (ERE)
UTTOPOUV VA XPNOIUOTTOINBOUV aTTd TNV EVTOAN
egrep

* l.X., egrep 'wordl | word2' filename
—. 1010 ME 10 grep.-E ‘word1|word2’ filename
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KavovikeC EKppaaoelC

Extended REGEX (POSIX)
Basic REGEX (POSIX)
Regexp Syntax Summary

This table summarizes the meaning of\arious strings in different redexp syntaxes. It is intended as a quick reference, rather than a tutorial or specification. Please report any errors.

String GNU grep BRE (grep)]  ERE (egrep) GNU Emacs | Perl | Python Tel
Any character Any character except \0 Any character except \n Any character
[eee] Bracket Expression Character Set Character Class Bracket Expression
S reh) Subexpression Grouping
red ..} Match re multiple times Match re multiple times|
ire) Subexpression Grouping
re{...} Match re multiple times| Match re multiple times
re{..}? Nongreedy {}
\digit Back-reference
- Start of line
§ End of line
re? || re () or | times
re* re (} or more times
ret re ONE or more times
Ir lorr || forr
*7 Non-greedy *
+37 Non-greedy +
77 Non-greedy 2

http://www.greenend.org.uk/rik/tech/regexp.html 21-44



EvtoAn grep: MNapadciyuara

° |_|Gp05£|'V|JO(TG (O'UVéXE:lG) A Match lines beginning with root

bash-3.1$ grep “root /etc/passwd
root:x:0:0:root:/root:/bin/bash

37/ . Match lines ending with “”
bash-3.15 grep :5 7/etc/passwd

news:x:9:13:news:/etc/news:
\< means "“Start of Word”: Match lines that contain the word PATH.

bash-3.1$ grep export ~/.profile | grep '"\<PATH'
export PATH Any line containing export
#fexport PATH=SPATH:/usr/local/ns-allinone-2.1b6/bin

export PATH=$PATH:/hdd2/cchrys/ns-allinone-
2.1b9/bin:/hdd2/cchrys/ns-allinone-
2.1b9/tcl8.3.2/unix:/hdd2/cchrys/ns-allinone-
2.1b9/tk8.3.2/unix

ftexport PATH=$PATH:/Backup/cchrys/OMNeTpp/omnetpp-2.0b5/bin

2nueiwon: EvaAAakrikn uAorroinon ue 1o grep —w PATH
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EvtoAn grep: lNapaodciyuara

. I_IapGBEI'WJO(TG (O'UVéXE:lG) Match lines containing word /

bash-3.1$ grep -w / /etc/fstab

/dev/VolGroup00/LogVol00 / ext3 defaults 1 1

[ ] Match any line that contains any of the characters yf
>

bash-3.1$ grep [yf] /etc/group
sys:x:3:root,bin,adm

tty:x:5:
ftp:x:50:
nobody:x:99:

[N ] Match any line that does not contain the following chars

floppy:x:19:
nfsnobody:x:65534:
xfs:ix:43:
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[MapEvOeon Tepi EICaywyIKWYV

« Movad sicaywyika (' ')

— XPNOoIPJoTToIoUVTal YIa va dlaTnPrO0UV TOUG XAPAKTAPES TTOU
EMTTEPIKAEIOVTAI O€ HOVA EICAYWYIKA WG €ival (KUPIOAEKTIKA)
— Mapadsiyua
bash-3.1$ echo 'SHOME'
SHOME

 AirAa Eicaywyika (")

— XPNOIPJOTTOIOUVTaI YIa vVa dlAaTNPrO0UV TOUG XOPAKTAPES TTOU
eUTTEPIKAEIOVTAI O€ DITTAQ EI0AYWYIKA WG EiVAI (KUPIOAEKTIKQ),

ektoc atro 10 $ (dollar sign), ta — (backward single quotes)
kai 10 \ (backslash).

— Mapadsiyua
bash-3.15 echo "SHOME"

/home/faculty/dzeina
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EvtoAn grep: MNapadciyuara

«  MMapadeiypata (ouvéxeia) Case-insensitive matching of words beginning with i

bash-3.1$ 1s -1 | grep -i '\<i'

—rWX—————-— 1 cchrys tspecial 247605 Jan 12 2005 iastedl.pdf
—rWX—————-— 1 cchrys tspecial 180597 Jan 12 2005 iasted2.pdf
—IrTWX—————-— 1 cchrys tspecial 179801 Dec 30 2003

ICIS chrysostomou.pdf
—rWX—————- 1 cchrys tspecial 156920 Dec 30 2003

ICIS pitsillides.pdf
drwxr-x—--- 2 cchrys tspecial 4096 Aug 19 2002 idcc
drwxr-x--- 5 cchrys tspecial 4096 Jul 17 2001 IPE

bash-3.1$ 1s -1 | grep '*d' | grep -i '\<i'
drwxr-x--- 2 cchrys tspecial 4096 Aug 19 2002 idcc
drwxr-x-—-- 5 cchrys tspecial 4096 Jul 17 2001 IPE

Same but first filtering out directories (line starting with d)
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EVTOAN grep
* TNapadeiyuara (ouvexeia) Single, Double quotes important when set here ("SHOME")

bash-3.1$ grep '“c.*h$S' /usr/share/dict/words | more

cabbalah ™\ Start with C, one char (any), 0:M chars, end with h
cable-stitch
cablish b A ' -
caddish ash-3.15% grep c..h$' J/usr/share/dict/words | more
cadish cafh
caducibranch caph
cafeneh cash . .
cafh cath Start with C, two chars (any), end with h
cailleach chih
cailliach coch
calabash
cosh
calash
calenturish coth
calfish croh
calipash csch
caliph cush
calligraph
callipash
calvish
calycanth
camelish
cameograph
camooch 21-49
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KavovikeC EKppaaoelC

Mia KavoviKn €K@paacn UTTOPEi va XpnoIJoTToINoEl Toug akOAouBoug metacharacters
(repetition operators) — Extended Reqular Expression (ERE) — used with egrep

Operator Effect
Matches any single character (1:1)

? The preceding item will be matched zero times or once (0:1)

* The preceding item will be matched zero or more times (0:N)

+ The preceding item will be matched one or more times (1:N)

{N} The preceding item is matched exactly N times (N:N)

{N,} The preceding item is matched N or more times (N:-)

{N,M} | The preceding item is matched at least N times, but not more than M times (N: M)

— Represents a range (e.g., [a-z] 11 ["a-zA-Z])

A Matches the empty string at the beginning of a line; also represents the characters not in
the range of list [ ]

$ Matches the empty string at the end of a line

\b Matches the empty string at the edge of a word

\< Matches the start-of-word (word that has a preceding whitespace) 21-50

\> Matches the end-of-word-(word that has a whitespace following)




Kavovikec EKppaceig
(Regular Expressions)

Match anything inside the square brackets for one character
position once and only once, for example, [12] means match the
target to either 1 or 2 while [0123456789] means match to any
character in the range 0 to 9.

The - (dash) inside square brackets is the 'range separator’
and allows us to define a range, in our example above of
[0123456789] we could rewrite it as [0-9].

You can define more than one range inside a list e.g. [0-9A-C]
means check for 0 to 9 and A to C (but not a to ¢).

NOTE: To test for - inside brackets (as a literal) it must come
first or last, that is, [-0-9] will test for - and 0 to 9.

The ™ (circumflex or caret) inside square brackets negates
the expression (we will see an alternate use for the
circumflex/caret outside square brackets later), for example,

[ "Ff] means anything except upper or lower case F and ["a-Z]
means everything except lower case a to z.

NOTE: Spaces, or in this case the lack of them, between ranges

are very important.
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in;

in,m}

Kavovikec EKppaceig
(Regular Expressions)

The ? (question mark) matches the preceding character O or 1
times only, for example, colou?r will find both color and colour.

The * (asterisk or star) matches the preceding character 0 or more
times, for example, tre* will find tree and tread and trough.

The + (plus) matches the previous character 1 or more times, for
example, tre+ will find tree and tread but not trough.

Matches the preceding character n times exactly, for example, to find
a local phone number we could use [0-9]{3}-[0-9]{4} which would
find any number of the form 123-4567.

Note: The - (dash) in this case, because it is outside the square
brackets, is a literal. Value is enclosed in braces (curly brackets).
Matches the preceding character at least n times but not more than

m times, for example, 'ba{2,3}b"' will find 'baab' and 'baaab' but NOT
'bab' or 'baaaab’. Values are enclosed in braces (curly brackets).
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POSIX Character Classes

Finally, certain named classes of characters are predefined within bracket

expressions, as follows.
POSIX class
[:upper]
[:lower]
[:alpha:]

[:digit:]
[:xdigit:]

[:alnum:]
[:punct:]

[:blank:]

[:space:]

[:entrl:]

[:graph:]

[:print:]

similar to
[A-Z]
[a-Z]
[A-Za-z]

[0-9]
[0-9A-Fa-f]

[A-Za-z0-9]

[\]

[\\nfv]

[* [:entrl:]]

[[:graph]]

meaning
uppercase letters

lowercase letters

upper- and lowercase
letters

digits
hexadecimal digits

digits, upper- and
lowercase letters
punctuation (all graphic

characters except letters
and digits)

space and TAB characters
only

blank (whitespace)
characters

control characters

graphic characters (all
characters which have
graphic representation)

graphic characters and
space
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GREP Special Characters
(BRE vs ERE)

BRE: *[]"$V \+\|\? BRE Char: \.\*\"\$\\\/ + | ?
ERE: *]*$V +|? ERE Char: \.\*\A \$ \\ \/ \+\| \?

BRE Syntax: grep

— $ echo "aab." | grep 'a\tb\.'
aab

— $ echo "aab+" | grep '/a\+b+'
aab+

ERE Syntax: grep —E or egrep

— echo "aab." | grep -E 'a+b\.'
aab.

— echo "aab+" | grep -E 'a+b\+'
aab+
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EvToAn grep and egrep

« BRE: .*[]*$V \+\|\? BRE Char: \.\*"\*\$\V+|?
« ERE: .*[]*$V +|? EREChar: \. \"\*\§\V/\+\|\?

TPOIMNOX A: GREP (BRE) with «Backslash on REGEX Symbols |, +»

bash-3.1$ 1s -1 | grep '*-' | grep '+\|W\+' # '+’ or '‘W’'+
-rw-r—--r—-— 1 cspgccl cspg 0 Jan 31 16:46 file+l.txt
—rW—r————-— 1 cspgccl cspg 371 Feb 25 2005 WS FTP.LOG

TPOMOZX A: EGREP (ERE) with «Backslash on Characters +»

bash-3.1$ 1s -1 | grep '*-' | egrep '\+|W+'
-rw—-r—--r—-— 1 cspgccl cspg 0 Jan 31 16:46 file+l.txt
—rw—r———-—- 1 cspgccl cspg 371 Feb 25 2005 WS FTP.LOG
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