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Getting started with Virtual Machines and configurations
Advanced Unix commands (grep, ps, cut, find)

1) In the context of the EPL421 lab, you are requested to install a VM image (Ubuntu 20.04
LTS 64 bit) on which you will have administrative (“root™) privileges in order to install
software or perform certain other functions. The VM image will be installed on a hypervisor
(VMware player or Oracle Virtual Box) which you need to install in advance. Guidelines
available on the lab web page. The machine on which the hypervisor is installed is called

host machine.

After downloading the VM image you can import it to VMWare Player or Oracle Virtual Box.

VVMWare player guidelines on importing VM Ubuntu image

1. Download VM image and unzip it

2. Launch VMware player and click on “Open a Virtual Machine”

Whware Workstation 17 Player (Non-commercial use only)
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Player - ,

Welcome to VMware Workstation
17 Player
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Create a New Virtual Machine
Create a new virtual machine, which will then be added to the top

of your library. \

Open a Virtual Machine

Open an existing virtual machine, which will then be added to the
top of your library.

Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and mare.

Help

View online help,

This product is not licensed and is authorized for non-commerdal
use only. For commerdal use, purchase a license, Buy now.

3. Navigate to the location you extracted the image and select the .vmx file


https://www.cs.ucy.ac.cy/~dzeina/courses/epl421/labs/labs.html
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Open Virtual Machine *
I » This PC » Downloads » UbuntuCS-Students » e (&) 2 Search UbuntuCS-Students
Organize + Mew folder =~ O 0
| Documents MName Date n1cclifi\écl Type Size
P9 Pictures v Today
& Music @ UbuntuCS-Students.vmzx 17/1/2023 12:14 pp VMware virtual m... 4KB
i3 Videos UbuntuCS.vmz.lck 17/1/2023 12:14 pp File folder
@ EPLO32
EPLO36
ergasial
ergasia3d

> & Dropbox

5 [l This PC

File name: | UbuntuCS-Students.vrmsx v| All supported files (*vrmx ™ ovf; ~

4. Click Open to import the VM to VMware player
5. Select the UbuntuCS-students VM and click on “Edit virtual machine settings”

WMware Workstation 17 Player (Non-commercial use only) - O s

Player - b - [Dj

ﬁ Home
UbuntuCs-Students

Virtual Machine Name:

UbuntuCs-Students

State: Powered Off
05: Ubuntu 64-bit
Version: Workstation 15.x virtual machine
RAM: 4 GB

P‘ Play virtual machine

T|j‘ Edit virtual machine settings
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6. The VM comes with 20GB of hard disk which is rather small. If you have enough space

on your host machine, I recommend to expand VM hard disk to 40GB. Double click on
“Hard Disk (SCSI)” in Hardware tab and then on “Expand ...” button

Hardware QOptions

Virtual Machine Settings

) Disk file

Device Summary

%Memnry ACE C:\Wsers\admin\Downloads\UbuntuCs-StudentsWbuntuCs-Students, vmdk

7 .EProcessors 2

YHard Disk (SC5I) Capacity

() CD/OVD (SATA) Auto detect Current size: 18,7 GB

1 Network Adapter Bridged (Automatic) System free: 665.2 GB

[=] usE Contraller Present Maximum size: 20 GB

t]i Sound Card Auto detect

[ Printer Present Disk information

[ Display Auto detect Disk space is not preallocated for this hard disk.
Hard disk contents are stored in a single file.
Digk utiliies
Defragment files and consolidate free space. Defragment
Expand disk capacity.
Compact disk to redaim unused space. Compact

Advanced...
Add... Remove
Ok Cancel Help
Expand Disk Capacity X

Spedfy the maximum size for the virtual disk:

Maxdimum disk size (GB): 40.0 =

[ Expand increases only the size of a virtual disk., Sizes of
partitions and file systems are not affected.

Expand Cancel Help
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Whware Workstation 17 Player *

The disk was successfully expanded. You must
repartition the disk and expand the file systems
from within the guest operating system.

7. Power on VM

Wiware Workstation 17 Player (Non-commercial use only)

Player - b- - [I:I]

@ Home

UbuntuCS-Students

Virtual Machine Name:

UbuntuCsS-Students

State: Powered Off
05: Ubuntu 64-bit
Version: Workstation 15.x virtual machine
RAM: 4 GB

’ Play virtual machine

T[]‘ Edit virtual machine settings

8. Click on “I copied it” on the pop up window
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UbuntuC5-5tudents - VMware Workstation 17 Player *

9 This virtual machine might have been moved or copied.

1 |

= In order to configure certain management and networking
features, VYMware Player needs to know if this virtual
machine was moved or copied.

If vou don't know, answer "I Copied It".

I Moved It Cancel

If you expanded the hard disk follow the next steps

1. Open “Disks” application. This can be performed by hitting the “Show Applications”

button.
UbuntuCS-Students - VMware Workstation 17 Player (Non-commercial use only) - O X
Elayer v L ,‘_, v @ [Dj C’j == Cf =) [ @

Activities Jan17 12:50

Cheese

2. Type Disks and click on the Disks image
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UbuntuCS-Students - VMware Workstation 17 Player (Non-commercial use only) - 0o X
Player v || ~ @ [[]j isd > ) ) d B

Activities Jan17 12:53

3. Click on “Extended Partition (Partition 2)” and then click on the icon with 2 cog wheels
(£5), i.e., Additional partition options and then Resize.

43 GB

Disks

43 GB Hard Disk .
VMware, VMware Virtual S VMware, VMware Virtual 5 (1.0)
|—| CD/DVD Drive 43 GB (42,949,672,960 bytes)
=% VMware Virt... CDRW Drive Master Boot Record
Volumes
Filesystem _ ;
plauetitict:nl %} F'eflsi_;ce
537 ME FAT Filesystem e
Partition 5
* '_ 21 GB Ext4 * ’
- | #
21GB (20,934,820,864 bytes)
/dev/sda2
Extended

Extended Partition
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Disks 43 GB Hard Disk

— | 43 GB Hard Disk :
€ vware, vmware Virtual s Model VMware, VMware Virtual s (1.0)

CD/DVD Drive Size 43 GB (42,949,672,960 bytes)
VMware Virt... CORW Drive | partitioning Master Book Record

Volumes Format Partition...

Edit Partition...

Filesystem Edit Filesystem... s Space
Partition 1
537 ME FAT Change Passphrase... 21GB
+* P Resize... * »
" ) Check Filesystem...
| Repair Filesystem...
Size ) )
} Edit Mount Options...
Device

Edit Encryption Options...
Partition Type — :

Contents | Create Partition Image...
Restore Partition Image...

Benchmark Partition...

4. Drag slider to the right and click on "Resize" button.

Resize Volume

Currerﬂt Size

|
Minimal Size

Partition Size | 42.4 —

Free Space Following | 0.0

Difference  21.5 —

5. Do the same for Filesystem (Partition 5)
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Disks = 43 GB Hard Disk

Model VMware, VMware Virtual S (1.0)
Size 43 GB (42,949,672,960 bytes)

= 43 GB Hard Disk
VMware, VMware Virtual 5

CD/DVD Drive
=% VMware Virt... CORW Drive | parrition ng Master Boot Record
Volumes Format Partition...
Edit Partition... ded Partition
|rtition 2
Filesystem Edit Filesystem... 42 GB

Partition 1 P R L T
537 MB FAT Aol 2l ek
Free Space
. 21 GB
* P Resize...

Check Filesystem...
" - # Y

Size 21 GE
Device fdevff =~
UUID 0408¢ PHONERHOM ey
Partition Type Linux| CreatePartitionimage...

Repair Filesystem...

Edit Mount Options...

Contents Ext4( RestorePartitionIimage... ystem Root
Benchmark Partition...

6. Finally, you will see the following screenshot

Disks = 43 GB Hard Disk

Model VMware, VMware Virtual s (1.0)
Size 43 GB(42,949,672,960 bytes)

] 43 GB Hard Disk
VMware, VMware Virtual S

CD/DVD Drive
=% VMware Virt... CORW Drive | partition ng Master Boot Record
Volumes
Extended Partition
Partition 2
42 GB
Filesystem
Partition 5
42 GB Extd *»
E - F

Size 537 MB— 536 MB free (0.2% Full)
Device [devfsda1
UuIiD 341B-9124
Partition Type W95 FAT32 (Bootable)
Conktents FAT (32-bit version) — Mounted at /boot/efi

Installation and configuration of Apache Web Server
In order to install an apache web server follow the instructions below:
A. First update the system software packages to the latest version (this may take several mins).

sudo apt update
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B. Next, install Apache HTTP server from the default software repositories using the APT
package manager as follows.

sudo apt install apache?
You will be prompted to confirm the installation by pressing Y, then ENTER.

C. Once Apache web server installed, you can start it first time and enable it to start
automatically at system boot.

systemctl start apache2!
systemctl enable apache?2?
systemctl status apache?2

apache2.service - The A

rendor preset: enabled)
min 37s ago

10072 (apa
55 (limit:

D. Adjusting the Firewall

Before testing Apache, it’s necessary to modify the firewall settings to allow outside access to
the default web ports. Assuming that you followed the instructions in the prerequisites, you
should have a UFW firewall configured to restrict access to your server.

During installation, Apache registers itself with UFW to provide a few application profiles that
can be used to enable or disable access to Apache through the firewall.

List the ufw application profiles by typing:
sudo ufw app list

You will receive a list of the application profiles:

Available applications:
Apache
Apache Full
Apache Secure
CUPS
OpenSSH

As indicated by the output, there are three profiles available for Apache:
e Apache: This profile opens only port 80 (normal, unencrypted web traffic)

'Youcanuse service apache2 start
2 Enabling a service means it will start at boot time.
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e Apache Full: This profile opens both port 80 (normal, unencrypted web traffic) and port
443 (TLS/SSL encrypted traffic)

e Apache Secure: This profile opens only port 443 (TLS/SSL encrypted traffic)

e CUPS (formerly an acronym for Common UNIX Printing System): This profile is related
to a modular printing system which allows a computer to act as a print server. CUPS uses
port 631 (TCP and UDP)

e OpenSSH: This profile opens port 22 (SSH)

It is recommended that you enable the most restrictive profile that will still allow the traffic
you’ve configured. If you do not plan to configure SSL for your server yet you will only need
to allow traffic on port 80 (no need to execute it now):

sudo ufw allow 'Apache'

In this lab, you will configure SSL for your server so you will leverage the Apache Full profile
to allow both HTTP and HTTPS traffic on ports 80 and 443 respectively:

sudo ufw allow 'Apache Full'
You can verify the change by typing:

sudo ufw status

If the system outputs

Status: inactive

you have to enable firewall as shown below:
sudo ufw enable

Then you get the following prompt:

Command may disrupt existing ssh connections. Proceed with
operation (y|n)?

After hitting “y” you will see:

Firewall is active and enabled on system startup

After enabling the firewall, you can verify the previous change by typing again:
sudo ufw status

The output will provide a list of allowed HTTP and HTTPS traffic:

Status: active

To Action From
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Apache Full ALLOW Anywhere
Apache Full (v6) ALLOW Anywhere (v6)

As indicated by the output, the profile has been activated to allow access to the Apache web
server.

In order to be able to connect remotely to your VM using SSH you have to allow traffic on port
22 as shown below:

sudo ufw allow 'OpenSSH'
After allowing traffic on port 22, you can verify this change by typing again:
sudo ufw status

The output will provide a list of allowed HTTP and SSH traffic:

Status: active

To Action From

Apache Full ALLOW Anywhere
OpenSSH ALLOW Anywhere
Apache Full (v6) ALLOW Anywhere (v6)
OpenSSH (vo6) ALLOW Anywhere (v6)

E. Now you can verify if Apache server is up and running by typing the localhost IP address on
the VM browser.
e

Apache2 Ubunty Default X | Welcome to CentOS X

Apache2 Ubuntu Default Page: It works - Mozilla Firefox

€« c @ 127.0.0.1 o Q% noe® =
1 Most Visited < Centos @WIki < Documentation + Forums

@ Apache2 Ubuntu Default Page

Ubuntu's Apache2 default configuration m default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
in Debi Refer to this for the full
jon for the web server itself can be found by accessing the manual if the
stalled on this server.

You can access the apache default homepage from your host machine (i.e Windows). Firstly
you need to obtain the IP of the VM.

You can use the ifconfig command to get this information:
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[+ csdeptucy@ubuntu: ~ Q =

:~% ifconfig
ens33: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1580
inet 192.168.0.23 netmask 255.255.255.0 broadcast 192.168.8.255
inet6 feB80::abd4a:e28e:196:abld prefixlen 64 scopeid Ox28<link=>
ether 00:0c:29:2f:52:92 txqueuelen 1088 (Ethernet)
RX packets 809376 bytes 1162741988 (1.1 GB)
RX errors @ dropped @ overruns @ frame 0
TX packets 98739 bytes 8157956 (8.1 MB)
TX errors @ dropped @ overruns ® carrier @ collisions 0

o: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host=>
loop txqueuelen 180@ (Local Loopback)
RX packets 3913 bytes 7209309 (7.2 MB)
RX errors @ dropped @ overruns @ frame 0
TX packets 3913 bytes 7209309 (7.2 MB)
TX errors @ dropped @ overruns @ carrier @ collisions @

From the above image, it seems that the VM IP address is 192.168.0.23
So, you can open a browser from your host machine (i.e. Windows) and navigate to VM IP
address. You will see the same Apache homepage as in the previous page.

F. Apache web server can be used to host more than one domains. Each domain or individual
site - known as a “virtual host” - that is configured using Apache will direct the visitor to a
specific directory holding that site’s information. This is done without indicating that the same
server is also responsible for other sites. This scheme is expandable without any software limit
as long as your server can handle the load. The basic unit that describes an individual site or
domainiscalledavirtual host.

Step 1 - Create the Directory Structure

The first step that we are going to take is to make a directory structure that will hold the site
data that we will be serving to visitors.

Our document root (the top-level directory that Apache looks at to find content to serve) will
be set to individual directories under the /var/www/html directory. We will create one
directory here for each of the virtual hosts we plan on making.

Within each of these directories, we will create a public html folder that will hold our
actual files. This gives us some flexibility in our hosting.

For instance, for our sites, we’re going to make our directories as follows. If you are using
actual domains or alternate values, replace the highlighted text for these.

sudo mkdir -p /var/www/html/examplel.com/public html
sudo mkdir -p /var/www/html/testl.com/public html

The highlighted portions represent the domain names that we want to serve from our VM.
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Step Two - Grant Permissions

Now we have the directory structure for our files, but they are owned by our root user. If we
want our regular user to be able to modify files in our web directories, we can change the
ownership by doing this:

sudo chown -R www-data:www-data /var/www/html/examplel.com/public_html
sudo chown -R www-data:www-data /var/www/html/testl.com/public_html

The www-data user is the apache user. By doing this, apache user now owns

the public html subdirectories where we will be storing our content.

We should also modify our permissions to ensure that read access is permitted to the general
web directory and all of the files and folders it contains so that pages can be served correctly:

sudo chmod -R 755 /var/www/html/

Your web server should now have the permissions it needs to serve content, and your user
should be able to create content within the necessary folders.

Step Three - Create Demo Pages for Each Virtual Host

We now have our directory structure in place. Let’s create some content to serve.

For demonstration purposes, we’ll make an index.html page for each site.

Let’s begin with examplel . com. We can open up an index.html file in a text editor, in
this case we’ll use nano:

sudo nano /var/www/html/examplel.com/public html/index.html

Within this file, create an HTML document that indicates the site it is connected to, like the
following:

<html>
<head>
<title>Welcome to Examplel.com!</title>
</head>
<body>
<hl>Success! The examplel.com virtual host is working!</hl>
</body>
</html>

Save and close the file (in nano, press CTRL + X then Y then ENTER) when you are finished.
We can copy this file to use as the basis for our second site by typing:

sudo cp /var/www/html/examplel.com/public html/index.html
/var/www/html/testl.com/public html/index.html

We can then open the file and modify the relevant pieces of information:

sudo nano /var/www/html/testl.com/public html/index.html
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<html>

<head>

<title>Welcome to Testl.com!</title>

</head>

<body> <hl>Success! The testl.com virtual host is
working!</hl>

</body>
</html>

Save and close this file as well. You now have the pages necessary to test the virtual host
configuration.

Step Four - Create New Virtual Host Files

Virtual host files are the files that specify the actual configuration of our virtual hosts and
dictate how the Apache web server will respond to various domain requests.

Apache comes with a default virtual host file called 000-default.conf that we can use as
a jumping off point. We are going to copy it over to create a virtual host file for each of our
domains.

We will start with one domain, configure it, copy it for our second domain, and then make the
few further adjustments needed. The default Ubuntu configuration requires that each virtual
host fileend in . conf.

Create the First Virtual Host File

Start by copying the file for the first domain:

sudo cp /etc/apache2/sites-available/000-default.conf
/etc/apache2/sites-available/examplel.com.conf

Open the new file in your editor with root privileges:

sudo nano /etc/apache2/sites-available/examplel.com.conf

With comments removed, the file will look similar to this:

<VirtualHost *:80>

ServerAdmin webmaster@localhost

DocumentRoot /var/www/html

ErrorLog S${APACHE LOG DIR}/error.log

CustomLog ${APACHE LOG DIR}/access.log combined
</VirtualHost>

Within this file, we will customize the items for our first domain and add some additional
directives. This virtual host section matches any requests that are made on port 80, the default
HTTP port.

First, we need to change the ServerAdmin directive to an email that the site administrator can
receive emails through.



Ny
EIIA 421 — TIpoypoupoticuds Xuetnudtoy | 4 [

ServerAdmin admin@examplel.com

After this, we need to add two directives. The first, called ServerName, establishes the base
domain that should match for this virtual host definition. This will most likely be your domain.
The second, called serverAlias, defines further names that should match as if they were
the base name. This is useful for matching hosts you defined, like www:

ServerName examplel.com
ServerAlias www.examplel.com

The only other thing we need to change for our virtual host file is the location of the document
root for this domain. We already created the directory we need, so we just need to alter
the DocumentRoot directive to reflect the directory we created:

DocumentRoot /var/www/html/examplel.com/public html

When complete, our virtual host file should look like this:

<VirtualHost *:80>

ServerAdmin admin@examplel.com

ServerName examplel.com

ServerAlias www.examplel.com

DocumentRoot /var/www/html/examplel.com/public html

ErrorLog S${APACHE LOG DIR}/error.log

CustomLog ${APACHE LOG DIR}/access.log combined
</VirtualHost>

At this point, save and close the file.
Copy First Virtual Host and Customize for Second Domain

Now that we have our first virtual host file established, we can create our second one by
copying that file and adjusting it as needed. Start by copying it:

sudo cp /etc/apache2/sites-available/examplel.com.conf
/etc/apache2/sites-available/testl.com.conf

Open the new file with root privileges in your editor:

sudo nano /etc/apache2/sites-available/testl.com.conf

You now need to modify all of the pieces of information to reference your second domain.
When you are finished, it should look like this:

<VirtualHost *:80>
ServerAdmin admin@testl.com
ServerName testl.com
ServerAlias www.testl.com
DocumentRoot /var/www/html/testl.com/public html
ErrorLog S${APACHE LOG DIR}/error.log
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CustomLog ${APACHE LOG DIR}/access.log combined
</VirtualHost>

Save and close the file when you are finished.
Step Five - Enable the New Virtual Host Files

Now that we have created our virtual host files, we must enable them. Apache includes some
tools that allow us to do this.

We’ll be using the a2ensi te tool to enable each of our sites. If you would like to read more
about this script, you can refer to the a2ensite documentation.

sudo aZensite examplel.com.conf
sudo aZensite testl.com.conf

When you are finished, you need to restart Apache to make these changes take effect and
use systemctl status to verify the success of the restart.

sudo systemctl restart apache?2
sudo systemctl status apache?
Your server should now be set up to serve two websites.

Step Six - Set Up Local Hosts File

If you haven’t been using actual domain names that you own to test this procedure and have
been using some example domains instead (i.e. examplel.com and testl.com in our case), you
can at least test the functionality of this process by temporarily modifying the hosts file on the
virtual machine.

This will intercept any requests for the domains that you configured and point them to your
VM, just as the DNS system would do if you were using registered domains. This will only
work from your VM though, and only for testing purposes.

Edit your hosts file with administrative privileges by typing:

sudo nano /etc/hosts

The details that you need to add are the public IP address of your virtual machine followed by
the domain you want to use to reach. Using the domains used in this guide, and replacing your
server IP for your_VVM_server_IP string, your file should look like this:

127.0.0.1 localhost

127.0.1.1 guest-desktop

your VM server IP examplel.com
your VM server IP testl.com

your VM server IP www.examplel.com
your VM server IP www.testl.com

Save and close the file.
This will direct any requests for examplel.com and testl.com:


https://manpages.debian.org/jessie/apache2/a2ensite.8.en.html
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&« C & © # examplel.com

Success! The examplel.com virtual host is working!

&« C @ © #& testl.com

Success! The testl.com virtual host is working!

to the apache server on the virtual machine. This is what we want if we are not actually the
owners of these domains in order to test our virtual hosts.

Note: In case you have previously (before setting /etc/hosts) attempted to access any of the two
sites, you need to clear the cache of the browser otherwise you will be directed to the
webserver of examplel.com and/or testl.com in the Internet and not in the local webserver.

G. Secure Apache with Let’s Encrypt (cannot be completed if you do not own the domain
names)

Step One - Installing Certbot

In order to obtain an SSL certificate with Let’s Encrypt, we’ll first need to install the Certbot
software on your server. We’ll use the default Ubuntu package repositories for that.

We need two packages: certbot, and python3-certbot-apache. The latter is a plugin that
integrates Certbot with Apache, making it possible to automate obtaining a certificate and
configuring HTTPS within your web server with a single command.

sudo apt install certbot python3-certbot-apache

You will be prompted to confirm the installation by pressing Y, then ENTER.

Certbot is now installed on your server.

Step Two - Obtaining an SSL Certificate

Certbot provides a variety of ways to obtain SSL certificates through plugins. The Apache
plugin will take care of reconfiguring Apache and reloading the configuration whenever

necessary. To use this plugin, type the following:

sudo certbot --apache

This script will prompt you to answer a series of questions in order to configure your SSL
certificate. First, it will ask you for a valid e-mail address. This email will be used for renewal
notifications and security notices:

Saving debug log to /var/log/letsencrypt/letsencrypt.log
Plugins selected: Authenticator apache, Installer apache
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Enter email address (used for urgent renewal and security
notices) (Enter 'c' to
cancel) : your username(ucy.ac.cy

After providing a valid e-mail address, hit ENTER to proceed to the next step. You will then be
prompted to confirm if you agree to Let’s Encrypt terms of service. You can confirm by
pressing A and then ENTER:

Please read the Terms of Service at
https://letsencrypt.org/documents/LE-SA-v1.3-September-21-2022.pdf. You must
agree in order to register with the ACME server at
https://acme-v02.api.letsencrypt.org/directory

Next, you’ll be asked if you would like to share your email with the Electronic Frontier
Foundation to receive news and other information. If you do not want to subscribe to their
content, type N. Otherwise, type Y. Then, hit ENTER to proceed to the next step.

Would you be willing to share your email address with the Electronic Frontier
Foundation, a founding partner of the Let's Encrypt project and the non-profit
organization that develops Certbot? We'd like to send you email about our work
encrypting the web, EFF news, campaigns, and ways to support digital freedom.

The next step will prompt you to inform Certbot of which domains you’d like to activate
HTTPS for. The listed domain names are automatically obtained from your Apache virtual host
configuration, that’s why it’s important to make sure you have the correct ServerName and
ServerAlias settings configured in your virtual host. If you’d like to enable HTTPS for all
listed domain names (recommended), you can leave the prompt blank and hit ENTER to
proceed. Otherwise, select the domains you want to enable HTTPS for by listing each
appropriate number, separated by commas and/ or spaces, then hit ENTER.

Which names would you like to activate HTTPS for?

: examplel.com

: www.examplel.com
: testl.com

. www.testl.com

Select the appropriate numbers separated by commas and/or spaces, or leave input
blank to select all options shown (Enter 'c' to cancel):

At this point, the certbot will try to validate the domain names for which you want to enable
HTTPS by issuing requests to the DNS server. You cannot proceed beyond that point since the
domain names (examplel.com and testl.com) are not registered in a public domain name
registry. In case you have a public domain name and want to proceed further please refer to
this tutorial.

In the next steps, the certificate for each domain name will be created and virtual host files will
be added at /etc/apache2/sites-available/your_domain-le-ssl.conf. The Apache SSL module
will be enabled. Next, you’ll be prompted to select whether or not you want HTTP traffic
redirected to HTTPS. In practice, that means when someone visits your website through


https://www.digitalocean.com/community/tutorials/how-to-secure-apache-with-let-s-encrypt-on-ubuntu-20-04
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unencrypted channels (HTTP), they will be automatically redirected to the HTTPS address of
your website. After this step, Certbot’s configuration is finished, and you will be presented
with the final remarks about your new certificate, where to locate the generated files, and how
to test your configuration using an external tool that analyzes your certificate’s authenticity.
Your certificate is now installed and loaded into Apache’s configuration. Try reloading your
website using https:// and notice your browser’s security indicator. It should point out that your
site is properly secured, typically by including a lock icon in the address bar.

In the next and final step, you’ll test the auto-renewal feature of Certbot, which guarantees that
your certificate will be renewed automatically before the expiration date.

ATOVTAOTE TIG 10 KAT® £POTNOELS EXOVAANYNG otd TV VAN Tov EITA232.

2) Bpeite tov apBud tov apyeiov otov TpEYov EAKELO Ta. omoia £XovV XPOVO TPOTOTOINoNg
petagt 08.00 — 08.59 m.pu. otic 20 OktwpPpiov.

3) Bpeite 0keg Tig Aéeig mov amoteloOVTOL 0o akpPdc mEVTE Yphpupoto omd o AEKO
lusr/share/dict/words. Tloceg eivor ovtéc ou Aé€eig; Epeaviote 11 to&ivounuéveg oe
avTiGTPOPN AAPPNTIKY GEIPE EKTVTMOVOVTOS GEAMOO — GEAION TNV 000V

4) Bpeite T0 GLVOMKO aPIOUO YPOUUDY TOV APXEIDV TOV TPEYOVTOG PAKEAOL TTOV TEPIEYOVV
70 String Linux aAAd oyt to string Unix

5) Extundote oty 000vn OAEC TIC S1EPYAGIES TOV AVIKOLV GTOV XpNoTh 00t Ta&ivopdvtag Tig
Baon tov xpdvov EvapEng g depyaciag (Eexvavtag amd TV mo TpoOceITT)
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6) To apyeio /etc/passwd mepiéyet i ypoppn yio kabe ypriot tov cvotiuotos. Kabe ypnotng
weprypaeetal amd 7 medio ta omoia dwaywpilovror pe ‘’. To medio ovtd eival ta
Username:Password:UID:GID:UID Info:Home directory:Command/shell. ®¢lovpe va
dnovpynoovpe to apyeio users_info to omoio Oa mepiéyel povo ta medion Username kot 1o
UID info og aAgpafntikn oepd tov UID info.

7) Anuovpynote 1o tar apyeio weekly.tar to omoio Oa mepiéyel Oha ta apyeio (Oxt PakéAovg
Kot 01K apyeia) Tov TPEXOVTOG KOTAAGYOL Ta om0l Ta omoia £OVV TUYEL dAAXY®DV GE 7 M
Myotepec puépec. Xpnowomoote T Man pages yio mePIGGOTEPEG TANPOPOPIES YOl TIG
eMA0YEG TNG OMovpyiag Tov tar apyeiov.

8) Xpnote Ola ta apyeia e OVOUQ COre ammd TO GUGTILLO.



