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EtravaAnTtrTika

* Aoyiouiké Epapuoywyv (Application Software):
— [epiAapfavel TTpoypAuPATA TTOU ETTITPETTOUV TNV
EKTEAEOT OUYKEKPIUEVWV EPYATIWYV TWV XPNOTWV
T.X TNV ONpIoUpYia KEINEVWY, TNV OXEDIAOT
YPOAPIKWYV, TNV OpYyAvwaon OEOOUEVWV KATT.

* Aoyiouiké Zuotinuartog (System Software):

— [lepiAaufavel To cUVOAO TWV TTPOYPAMMATWY TTOU
EAEYXOUV DIOXEIPICOVTAI KOl CUVTOVICOUV TOUG
mTopoug Twv H/Y.

— A&ITtoupyei o€ KABEOTWGS avegapTnoiag atro
OUYKEKPIUEVEC EQAPMOYEC.
— H Aeitoupyia Tou AEN cival dueoa avTIANTITA A110
TOV ATTAO XpNoTn.
 [lpoypOUHATIONOG ZUCTNHATWYV;

— H diadikaoia ocuyypa@rn¢ AoyIONIKOU OUCTHUATOG.
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T1 kaAuTrTel TO ENNA421;

Baoikeg kal [poxwpnueveg EVVoleg
MpoypPOMMATIOMOU ZUCTNHATWYV

210X0G: Na Karavonoouv ol
(POITNTEC/TPIEC TOUC MNXOVIOMOUG [E
TOUG OTTOIOUG ETTITUYXAVETAI N
MPOCORACN OTIG POUTIVEG
(BIBAI0BNKEG / HOVAOEG) EVOQ
Aeitoupyikou Zuotnuartog (UNIX) pe
N XPnon g yAwooag
TTpoypauuaTiopou C, dnuopIAwv
KEAUQWV KaIl EPYAAEIWV WEPEAIJOTNTAG. |



T1 kaAuTrTel TO ENNA421;

EMA421__ Koo mvin RAM)

System Call Interface

Filesystem Frocess Network Scheduler IPC
Control Management

Hardware Control

Hardware] Interrupts Hardware Calls

YAIKO (Hardware)

ENA 421 - lNMpoypappaTtiopdédg Zuotnuatwy, Mav. Kotrpou - Anuntpng ZeivaAitroup ©
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AvaAuTikoi 2T10X0I MaBrpartoc

* Ekpabnon Bacikwyv Kal TTpoXWwpenUEVWY
TEXVIKWV OIaXEiPIONG KAl TTPOYPAMNHMATICHOU

oT10 AITOoUpYIKO ZUoTnMAa Unix (Shell
commands and Bash Shell programming).

* EKpabnon mpoXwpnuEVWY TEXVIKWY
mpoypapuatiopov otnv C & Unix:

1. 2uoTtiuarta Apxeiwv kai Alaxeipion Mviung;

2. lpoypappatiopog Aigpyaoiwv (Processes — INoAudiepyaoiakog
[MpoypappaTiopnog) kal Nnuatwy (Threads — NoAuvnuaTtikog

MpoypappaTiopog);

Emkoivwvia Alepyaciwyv (Aladiepyaciakn ETTikoivwvia);
[MpoypaupaTiopog AikTuou (Socket programming);
Aoc@aAeia AoylouIKOU 2ZuUoTnUATWY (security)

ok
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2. UUBOAaio MaBnuatog

Emitredo: lNpotrTuxiako
— [epiopiopévn EtmAoyn
MioTwon: 7.5 povadeg ECTS
MpoatraiToupeva:
— ENA222: Aeitoupyika 2uoTtripaTa
« EMNA232: lNpoypaupaTtioTIKEG TEXVIKES Kal EpyaAcia
M£Bodo1 AIdaockaAiag
— AlaA€ceic (3 wpeg efOouadIaiwg)
— @povTioThpio (1 wpa edouadiaing)
— Epyaomipio (1 1/2 wpa eBdopadiaiwg)
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2. UUBOAaio MaBnuatog

* ACloAOynon
— 50% TeAikn Ecetaon
— 25% Evoiaueon E¢ETaon-
* MNapaokeun, 27 OkTwRpiou 2023 (8" ERS.)
— 25% AokAoeic i/kal Quizzes
* 10% lMpoypapHaATIOTIKEG ACKNOEIG
* 10% Project — YAotroinon ZuoTiMATOG
* 5% lNapouciaon kaTToI0¢ YAWOCCAG I
BIBAIOOAKNG, UE EUPAC OTO TTPOYPAUMATIONO
ouoTnUAatwy (11.X., Systems programming in
windows, scripting languages, emerging systems

in, mobile,.clouds,.etc.). 17



* 4/7 KateuBuvoelg!
AIKTUWV YTTOAOYIOTWV
MeyaAa Aedopéva Kal

Avayvwplion E¢eidikeuoncg

https://lwww.cs.ucy.ac.cy/docs/prospectus.pdf

MaOipate Hepropropivye Emboync EEaidiksvonc Wnerekd ko

Eveoparopive Zvetijpata

EITA420 Apyrtektovik) YRoAoYIoT®V

EINA421 [poypaupationdc Zuotnuatov

EITA428 Awdiktvo tov [paypdrov: Ipoypappatiopds kot Eeupuoyé

EI1A429 Ocwpia kat [Mpaktiky Metaylottiotov

EITA445 Wnowkn Eneepyaoia Ewovag

EITA481 Teyvohoyia Aoyopukod yia Aoyiopikd og Yanpeoia

AIOOIKTUAKOG YTTOAOYIGUOG
TexvoAoyia Aoylouikou
WYnelaka kal Evowpatwpeva

EIA344 Teyvohoyieg Awadiktion

EITA421 [Ipoypappatiopds ZuoTnuatov

EITA435 Alnhenidpacn Avlpdrov Yroroyiom

EITA441 [poywpnuévn Teyvoroyia Aoyiopikod

EITA443 Enavaypnowonoinon Aoyiopikon

EITA449 Enayyehpaticn Mpakuxn Teyvohoyiag Aoyiopikod
EITA451 Avdivon Aoyiopikon

EITA481 Teyvohoyia Aoyiowkol yia Aoyiopikd ec Yrnpeoia

Teyvohoyieg Awdiktdov

[Mpoypappationog Zuomuatony

[Mpoywpnuéva Aiktoa

Acoddera Aiktoov ka [Tinpogopiov

Kintd Aiktoa YroAoyiotdov

Awdixtvo tov [paypdrov: Mpoypappatiopds kot Eeappoyéc

Katavepunuévor Aiyopipon

Ewovikonoinon kat Awayeipion Aiktbov

EITA344

. : EIMA421

Awdiktvekoc Yroroyiopoc* EIA422

EITA423

EITIA344 Teyvohoyieg AtadikTdow EIIA42T

EITIA421 [poypoppatiopods Tvotudtoy EIIA428

EI1A446 [poympnuévee Baoeig Aedouévav ETIAG32

ETTA448 E&opuin Asdopévov otov [Maykéouio lotd —

EITA450 Eiwcovikonoinon kat Awayeipion Aiktdov ETIA450
EITA481 Teyvohoyia Aovicuikod yia Aoyiopké o Yapeoia

MAZX458 Iratotiki Avdlvon Asdopévav
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Main Blbllography Programming
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Third Edition, Randal E. Bryant and David R. O'Hallaron, Carnegie Mellon
University, ISBN-13: 978-0134092669 | ISBN-10: 013409266X, 1128 pages, 2015

Robbins & Robbins UNIX Systems Programming: Communication, Concurrency
and Threads, 2nd Edition, Kay Robbins and Steve Robbins, Prentice Hall, ISBN- =
10: 0134424077, ISBN-13: 978-0134424071, 2015. UNIX &
\etwork '

Stevens, Fenner & Rudoff Unix Network Programming, Volume 1: The Sockets | puerammine
Networking API, 3rd Edition, W. Richard Stevens, Bill Fenner, Andrew M. Rudoff, |=""""
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13:9780131411555, 2004.
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http://www.apuebook.com/apue3e.html
http://highered.mheducation.com/sites/0073376205/information_center_view0/index.html
https://www.oreilly.com/library/view/unix-and-linux/9780134278308/
https://csapp.cs.cmu.edu/
http://www.pearsonhighered.com/pearsonhigheredus/educator/product/products_detail.page?isbn=0130424110
http://www.pearsonhighered.com/pearsonhigheredus/educator/product/products_detail.page?isbn=0130424110
http://www.unixnetworkprogramming.com/
http://www.unixnetworkprogramming.com/

OAec ol TTAnNpoPpopieC OXETIKA PE TO HABNUO
piokovTal oTo akOAouBo URL

http://www.cs.ucy.ac.cy/courses/EPL421

University

EPL421 News Schedule Labs Assignments Links Presentations Moodile TA Q

L of Cyprus
Zeinalipour > Courses > EPL421
EPL421: Systems Programming
Instructor: Demetris Zeinalipour [

r-div

Prerequisite: &=
When: Tue./Fri., 1€ C
Recitations:
Laboratory: 18« J:
Assistant: Pavios Antoniou [
Overview
In this course, students will learn to develop complex system-level softv e in the C programming language
while gaining an intimate understanding of the UNIX e >m (and all OS that b

ng sys

such Linux, the BSDs

d even Mac OS X) and it

orogramming envir
s of UNIX,

g s communication. Funa
d. The

fundamental conceg

entication, &

am

stua

to have

good working knc and a good
knowledge of fundamental Operating Sy m Concepts (EPL221).
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WWW

[1a TIC EKTTAIDEUTIKEC DPACTNPIOTNTEC TOU NABAUATOC
(UTTOBOAN Epyaciwy, POPOUN AVAKOIVWOEWV,
epwTNUATOAGYIA, BaBuoAoyiec epyaoiwy, KTA) Ba
xpnoiyotroinBei to Moodle. hitp://moodle.cs.ucy.ac.cy/

EPL421 - Systems Programming

General

EPL421: Systems Programming

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

For more information on this course please visit

Important Notices:

ssssssssssss

1-11



AvaTtopia Tou A2

['vwpifoupe OTI eva AgITOupyIKO ZUoTnUA (AZ)
OuVTOVICEl TOUG TTOPOUG £vOg H.Y. (UAIKO,

AOYIOMIKO, dlaxeipion XpnoTwy, KTA.).

To AZ atroTeAeiTal TA £CNC CUCTATIKA:

Kernel (Mupnvag): die€ayel TIC TTI0 ONUAVTIKEG
AEITOUPYIEC yIa TNV eUpuBuN Asitoupyia Tou HY
(XpovodpouoAGyNnan dlEpYaaiwy, OlaxEipIon UVAUNG,
Al10-0IEPYAOIAKK) ETTIKOIVWVIA, KTA.)

2. System Commands, Utilities and Libraries (17.x.,
ls, sed, awk, pthread.h,unistd.h, kTA.) : INpoypduuarta
KQl BlB)\loenKeg TA OTTOIx ETTITPETTOUV OTA
TTPOYPAUUOTO EQAPHUOYWYV (USer space) vVa £XouV
TpooBaon oTig pouTiveg Tou MupnRva (kernel space)
TOoU AEITOUPYIKOU 2UCTAMATOC

1-12



AvaTopia Tou A2 l

Monolithic Kernel Microkernel "Hybrid kernel"
based Operating System based Operating System based Operating System

Application

Application
IPC

Most Modern Unixes Mn.x., Early- M.x., MacOSX and NT-
(Linux, CentOS, BSD- UNIXes, MINIX-3 Kernel
like, Solaris, MacOS-8, (Tanenbaum’ s) (i.e., Leopard, Windows
AIX, Android, KTA) read NT, 2000, XP, Server
http://lwww.cs.vu. 2003, Vista, Server 2008
nl/~ast/reliable- and 7) 1-13

os/



[ToAuU-eTTiTTEDN [MPOOPOCON OTOUC
[10poucg evoc HY

\)sef programs

Typical uses of
>Z the levels

1-14



[Tupnivacg (Kernel)

* To kernel (TTupnvacg) civai :

—Eva TTpOYPAMMO TO OTTOIO POPTWVETAI OTNV
uvnun evoc HY kara tnv d1apKela TnG
EKKIVNONG Kal TTOPAMEVEI EKEI KOO’ OAN TNV
OIAPKEIO EKTEAEONC.

—"Exel yeTacu AAAWV Ta aKoAoUBa UTTOCUCTHMATA:

« Alaxeipion Aigpyaciwyv (Process management)

— Schedule processes to run on CPU, Inter-process
communication (IPC)

« Alaxeipion Mviung (Memory management)
— Virtual memory (Paging/Swapping)
« Alaxeipion Eic600u/EE600ou (I/O system)

— File system, Device drivers, Buffer cache 115



KAnoeic 2uotnuartog (System Calls)

[Mapéxouv dlaouvdeon pe 1o Tov Mupnva

270 Linux utrdpyouv trepicootepa armo 1,000
system calls kal autd pytTopouv KIGAacC va
eTeKTaO0oUV ue Loadable Kernel Modules (LKM)

AuTa XwpilovTtal o€ TPEIC BACIKEC KATNYOPIEC
— File/device manipulation (Etrecepyaoia Apxeiwv)
* €.g.mkdir(),unlink ()

— Process control (Alaxeipion Aiepyaciwv)
* e.g. fork (), execve (), nice()

— Information manipulation (Aiaxeipion METa-

TTANPOPOPIWV), e.g. getuid (), time () 16



KEAUQ@OC Kal Npoyp. KeAupouc /
Shell and Shell Programming

210 ET1A421 Ba doupe TS AAANAETTIOPAUE UE TOV
mupnva: a) Méow tou KeAugoug (Bash) kai
Mpoypapuatwyv QeeAipdétTnrag (System Utilities) kai B)
Méow BiIfAI0ONKwYV ZuoTnuatwy (System Libraries)

XpAon KéAupoug
( who | awk '{print $1}' | sort | uniqg

2nucioon: Mog ektuonovel ta logins TV ¥pnoT®V Tov elval

GUVOEOEUEVOL GTO GUGTNLO LUt OEOOUEVN OTIYUN  [who 755
’ ’ 4 /4 awk 3 ’ 412
* BA&mouvpue 011 pe wa t€Tolo yAwooo T 1z
. . . . sor ,
(scripting, high level interpreted), oniq 302

UTOPOVLE VO PTIAEOVUE EVKOA ,
oOVOeTEC AE1TOVPYIEG 7,424 ypoappeg
KOO 1-17



Eicaywyn ato Unix

* 1960: Anuioupyia Tou Multics (mainframe timesharing
/multitasking OS by MIT, GE, Bell Labs). O Thompson
gepyadletal TrTavw otov uttoAoyiot) PDP-7 ota Bell Labs

* 1969: O Ken Thomson & o Dennis Ritchie dnuioupyouv
eva veo AZ yia 1o uttoAoyioth) PDP-7 o€ assembly To
otroio ovoudalouv Unics, 1o otroio yeta ovopadletal Unix!

* O Ritchie dnuioupyei TNV
vyAwooa C yia 1o Unix (1972)
ota Bell Labs.

e ...KOI ouyypa@eac Tou best-
seller “The C Programming
Language”!

Ken Thompson Dennis Ritchie 1-18




To PDP-7 (1965
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Eicaywyn ato Unix

1973: To Unix ypagetal o€ yAwooa C.
1976 : To k€EAuocg Bourne Shell (bsh) avamrtuooetal otnv AT&T Kal ETITPETTE
TNV AAANAETTIOpaAON PE TOV TTUPva Tou A.2. HEOW EVTOAWY .

80°s- : To Unix ouveyilel va eCeAi

System [lI&V kai To BSD (Berkel

ooetal. AlakpivovTal duo oIKoyEveleg a) To
ey Software Distribution).

Time
1970 1980 1990 2000
—={ FreeBSD 5.4 |
. ———={NetBSD 202
BSD Family Stes oz]
—*—'OpenBSD 3.7|

BSD (Berkeley

Bill Joy

v

—ﬁt;:ﬁ)ﬂs*sco—]
ICrosoTy

otware Distribution) I - Mach
_+‘sunos (Stanford University) | Solaris (SUN)
o Darvic FFFF 7 7 / kernel (IOS
-+ NextStep I padOS
watchos, ..)

GNU/Hurd 0.2

GNU Project

26125 I/Linux 5.7

: IGNU / Linux

Richard Stallman

Andrew Tanenbaum

Linus Torvalds

“°= (2021) - Used

IUnix Time-Sharing System (Bell Labs)

for Android,

10]

Ken Thompson
Dennis Ritchie (C Language)

iivz] Automotive,

——*{ HP-UX
| AIX

B |

1BM)

st | Raspberry, ...

ﬂ-{ UnixWare (Univel/SCO) 7.1.4 |

+{IRIX (SGI) 6.5] 1-20
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Human-Machine-
Interface

(SSH, HTTR, ...)

. :

Keyboard & Mouse

alxo|Braillk; Touch:Displap| Bpeech recagnition;
Graphics tablet, 3D-Mouse, Wii nunchak, ete,

Touch-Display
Attitude sensor, Motion sensor,
Speech recognition

peech recognition
Attitude sensor
otion sensor

Display, Sound
Vibration

remote q
(SSH, HTTR, ‘

Serial, 12C, ...)

Linux Everywhere

Hardware

|

Supercomputer
Computer Cluster
Mainframe computer
Distributed computing

I

Desktop Computer
Workstation
Home Computer
Desktop replacement laptop
Thin client

Mobile computer
Note-/ Net-/ Smartbook
Tablet
Smartphone
PDA / Handheld game console

Wearable Computer
Wristwatch
Virtual Retina Display
Head-mounted display

Embedded Computer
Customer-premises equipment
Measurement Equipment
Laboratory Equipment
Layer3-Switches
other embedded systems

https://len.wikipedia.org/wiki/Linux_kernel

Linux Process Scheduler
Linux Security Modules
Linux Network scheduler

Network stack
Netfilter

Linux device drivers

Linux file system drivers

Desktop Ul

Touch Ul

Wearable Ul
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oaywyn oto Unix

{) {)
dugh

1969

1971 to 1973

1974 w0 1975

1978

1979

1980

1981

1982

1983

1984

2001 o 2004
2005

2006 to 2010

2011

PWB/Unix

Linux 0.0.1

inux
09510 1.2.x

FreeBSD
30t032

Linux
20t02.6x

Mac OS X
10.0t0 10.7.x
{Darwin)

SD
10t022

- Open Source
|:] Mixed/Shared Source

. Closed Source

1969

1971 10 1973

1974 10 1975

1978

1979

1980

1981

1982

1983

1984

1985
1986
1987
1988
1989

1990
1991

1992

1993
1994
1995

1996
1997

1998

1999
2000
2001 to 2004

2005
2006 to 2010
2011



Eicaywyn oto Unix
Eutropikn EmiTu)ia

SunQsS -> Solarls (Sun -> Oracle) SUS- compllant

Ultrix, Digital Unix COMPA(L
D

UnixWare -> Novell -> SCO -> Caldera ->SCQ’ s
Jnixware

Xenix: -> SCO

Standardization (IEEE POSIX: Portable Operating System Interface

for uniX (all known unixes are POSX-compliant), SUS: Single Unix
Specification (Austin), X/open (atrd dIAQOPES EUPWTTAIKES ETAIPIEC)

1-23



Unix yvia lNpoowTtrikouc YTroAoyiotec PC

(Gnu) Linux

— ['pdoeTal To 1991 atrd Tov 21 €TV PIAavOO
Linus Torvalds

— Anuioupyei A2 UNIX yia PCs
— Awpeav ye GNU license
0 — TeAeutaio ‘EkSoon Kernel: 5.16 (01/2022)

« BSD Lite
— FreeBSD (1993, focus on PCs)

— NetBSD (1993, focus on portability)
— OpenBSD (1996, focus on security)
— Awpeav ye BSD license

1-24



Unix via KivNTEC 2UOKEUEC

 Linux on Portable Devices

— O1 Trupnveg Twv TTAEIoTWY loT CUOKEUWY
onuepa otnpifovral oto UNIX/Linux
« Android => uses and contributed to the CaN>D=X0ID
Linux kernel (e.g., energy efficiency, drivers)

* https://source.android.com/devices/architecture/kern
el
» i0OS (Apple) => Darwin Kernel

— A POSIX-compliant open source OS released by
Apple in 2000

— Darwin based on BSD -> Nextstep kernel (CMU)
« Raspberry Pl Linux

— Linux RT: Android Automotive OS (Renault, Nissan and m AUTOMATIVE
Mitsubishi), VW OS (VW/Audi/Skoda with Azure Backend), - o/ -\ CRADE

Mercedes (MB OS), Tesla OS (Tesla), Arene OS
(Toyota/Subaru), Automotive Grade Linux ... 125



https://source.android.com/devices/architecture/kernel
https://source.android.com/devices/architecture/kernel

UNIX for Artificial Intelligence

 Most tools in the modern Al era are
founded on UNIX!

* Google Brain => Tensorflow

— TensorFlow is a free and open-source software library for machine
learning and artificial intelligence. It can be used across a range of tasks
but has a particular focus on training and inference of deep neural

networks.

- Martin Abadi, Paul Barham, Jianmin Chen, Zhifeng Chen, Andy Davis,
Jeffrey Dean, Matthieu Devin, Sanjay Ghemawat, Geoffrey Irving,
Michael Isard, Manjunath Kudlur, Josh Levenberg, Rajat Monga, Sherry
Moore, Derek G. Murray, Benoit Steiner, Paul Tucker, Vijay
Vasudevan, Pete Warden, Martin Wicke, Yuan Yu, and Xiaoqgiang Zheng.
2016. TensorFlow: a system for large-scale machine learning. In
Proceedings of the 12th USENIX conference on Operating Systems
Design and Implementation (OSDI'16). USENIX Association, USA, 265-
283.
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UNIX for Al

Installing and instrumenting Al pipelines
(especially at scale) requires UNIX skills.
 Let’s see how!

Download a package | | 0

# Requires the latest pip
pip install --upgrade pip

Install TensorFlow with Python's pip package manager.
# Current stable release for CPU and GPU

pip install tensorflow
* TensorFlow 2 packages require a pip version >19.0

(or >20.3 for mac0S). # Or try the preview build (unstable)
pip install tf-nightly

Official packages available for Ubuntu, Windows, and
macOS.

Read the pip install guide

Run a TensorFlow container

The TensorFlow Docker images [ are already configured to run TensorFlow. A Docker [} container runs in a virtual
environment and is the easiest way to set up GPU support.

€D
docker pull tensorflow/tensorflow:latest # Download latest stable image
docker run -it -p 8888:8888 tensorflow/tensorflow:latest-jupyter # Start Jupyter server

1-27



Unix for Al

* Jupyter Notebook Integration

sudo docker run -it -p 8888:8888 tensorflow/tensorflow: latest-jupyter
[T 06:58:28.960 NotebookApp] Writing notebook server cookie secret to /root/.loc:

t

jupyter_http_over_ws extension initialized. Listening on /http_over_websocket

[I
I

[
[
[
[
[

O H HH

06:
06:
06:
06:
06:
06:

58:
58:
58:
58:
58:
58:

29.
29.
29.
29.
29.
29.

308
308
309
309
309
314

NotebookApp]
NotebookApp]
NotebookApp]
NotebookApp]
NotebookApp]
NotebookApp]

Serving notebooks from local directory: /tf

Jupyter Notebook 6.5.2 is running at:
http://1b9f569b2c54:8888/?token=b29d7e2b312fb9bfec5"
or http://127.0.0.1:8888/?token=b29d7e2b312fb9bfec!
Use Control-C to stop this server and shut down all

To access the notebook, open this file in a browser:
file:///root/.local/share/jupyter/runtime/nbserver-1-open.html

Or copy and paste one of these URLs:
http://1b9f569b2c54:8888/?token=b29d7e2b312fb9bfec5f234a83c403e9a2ba7f24:
or http://127.0.0.1:8888/?token=b29d7e2b312fb9bfec5f234a83c403e9a2ba7f244c2’
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UNIX for Al

 BASH Integration!

10.16.20.11:8888/notebooks/tensorflow-tutorials/Untitled.ipynb?kernel_name=python3

: Ju pyter Untitled Last Checkpoint: 7 minutes ago (unsaved changes) ﬁ Logout
File Edit View Insert Cell Kernel Widgets Help Trusted [ Python3 O
B+ 3 @ B 44 ¢ PRin B C » Code v =
In [1]: print("Hello, World!")

In [8]:

In [10]:

Hello, World!

%tbash
curl -vvv https://www.ucy.ac.cy/

% Total % Received % Xferd Average Speed Time Time Time Current '
Dload Upload Total Spent Left Speed

<!DOCTYPE html>
<html lang="el" class="no-js " >

<head>

<meta charset="UTF-8" />

<meta name="description" content="University of Cyprus | Holds the EFQM “Committed to Excellence” Award and acknowled
ged with the &quot;HR Excellence in Research&quot; logo"/>

<meta name="keywords" content="university public academic research academic study education excellence"/>

<style>
form#stickyelements-form input::-moz-placeholder{
color: #4F4F4F;
}
form#stickyelements-form input::-ms-input-placeholder{
color: #4F4F4F
form#stickyelements-form input::-webkit-input-placeholder{
folar: #ARAFAR !
%tbash
ps -ef
uIiD PID PPID C STIME TTY TIME CMD
root 1 0 0 06:58 pts/0 00:00:06 /usr/bin/python3 /usr/local/bin/jupyter-notebook --notebook-dir=/tf -
-ip 0.0.0.0 --no-browser --allow-root
root 33 1 0 07:03 2 00:00:01 /usr/bin/python3 -m ipykernel launcher -f /root/.local/share/jupyter/
runtime/kernel-615c64fb-c728-439£-9939-537fed362cde. json
root 45 1 0 07:16 ? 00:00:01 /usr/bin/python3 -m ipykernel launcher -f /root/.local/share/jupyter/
runtime/kernel-efe9befc-185a-4655-bac2-192ffeac3a84. json
root 62 45 0 07:22 2 00:00:00 bash
root 64 62 0 07:22 2 00:00:00 ps -ef
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UNIX for Blockchain

« Hyperledger Fabric (IBM) is a software stack for
building Permissioned Blockchains.

— |Install:

 curl -sSL https://bit.ly/2ysbOFE | bash -s -- 2.2.2 1.4.9 # the
url sends a BASH script and “bash —s” executes this.

— Usage
* Requires lots of unix commands to manage the P2P network.

— Check: https://hyperledger-fabric.readthedocs.io/en/release-
2.2/test_network.html#bring-up-the-network-with-certificate-
authorities

/=), HYPERLEDGER
»~/ FOUNDATION

1-30



Unix/C Support Everywhere

CPU (Intel, ARM, M) => x64 or {i@} e }
ARM-based

* Useful for design space exploration

_ GPU
GPU (NVIDIA) => Gamlng, Ray . :\/Iedium.-;o-large mocjels, datasets
i i . » Image, video processing
Tracmg, Machine Learmng »  Application on CUDA or OpencCL
N
APU (AMD Ryzen) = GPU + C:I:)l TplIJ\/Iatrixcomputations
(— » Dense vector processin

(eg, PSS) c ZOcustorr;[Terru)sorFIowiperations Y,
TPU Tensor Processing Unit = PO et ol b
MaChlne Learnlng (e g GOOgle) » Compute intensive applications

R A 9 * High performance, high perf./cost ratio )

Future:




Unix yia Ymrooopeg NepeAng
(Large Filesytems - HDFS)

YaHoOO!

2010

Target Deployed
Capacity 10PB 14PB
Nodes 10,000 4000
Clients 100,000 15,000
Files 100,000,000 | 60,000,000

facebook.

2010

» 21 PB of storage in a single HDFS cluster

« 2000 machines

» 12 TB per machine (a few machines have 24 TB each)

« 1200 machines with 8 cores each + 800 machines with 16 cores each
» 32 GB of RAM per machine

» 15 map-reduce tasks per machine

TABLE 1: TARGETS FOR HDFS VS. ACTUALLY DEPLOYED VALUES

AS OF 2009

HDFS scalability: the limits to growth
http://static.usenix.org/publications/login/2010-04/openpdfs/shvachko.pdf



EikovikoTtroinon (Virtualization)

« EikovikoTroinon (virtualization) avagéperal otn diadikaoia
dnuIoUPYIiag PIag vonTng, TTapa TTPAYUATIKNG €EKOOONG,
KaTTolou péoou (1r.X., H/Y, pyvAung, diktuou, uttnpeoiag, A.2.,
£QPAPUOYWY, KTA.)

vmware vCenter Management -

Virtual Machines

. e d W eomeme- - e e W oW = / Datacenter

MpaypaTtikd YAIKO 1-33
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EikovikoTroinon (Virtualization)

Google's Datacenter in Oregon

Eikovikr} YTTnpeoia
(Virtualized Service)

MpaypaTtikd YAIKO
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Video of SAP Datacenter

SAP's Data Centers — A Safe Place for Data

Learn how SAP's data centers ensure the safety and accessibility of your data 24/7 based on the
highest standards of the industry with the latest technology.

1-35



Hypervisors (ETroTmtec) kai Virtual
Machines (VMs)

 Hypervisors: TpOypauua 10 OTT0I0 ONUIOUPYEI Kal
EKTEAEI EIKOVIKEG HnXavEG (virtual machines).

 Type-1: native or bare-metal hypervisors

— Tpéxouv atreubeiag TTavw oTo UAIKO. KatdAAnAa yia d1aBETeg
(servers). 2uvnBwc mrpoocappoopéva LINUX kernels.
» [lapadeiyuarta: Xen (open source), Oracle VM Server, Hyper-V (Microsoft),

ESX/ESXi (VMWARE).
* [vwoTd wg laaS otnv opoAoyia Tou Cloud Computing || A || App
« Type-2 or hosted hypervisors e IS
— Tpéxouv WG TPOYPA (user-’
space) mavw atré 1o Kernel evog i
’ . Virtual Machine
aAlou A.Z. (MacOSX, Windows,
. ‘ 2
Linux) Mindstoori] |
 Mapadeiypata: VMware Workstation, Operating System [ S
VMware Player, VirtualBox, Parallels

Desktop for Mac and QEMU 1-36



Virtualization Support at the
Hardware Level

« Hardware support to hypervisors comes
nowadays standard in popular processors.

— AMD-v/Intel VT-x: allows a guest virtual machine to
run at privilege levels in the processor that enable
proper operation.

— AMD-Vil/Intel VT-d: is a processor feature that
enables virtualization of I/O resources (directed 1/O).

View Help
echinologies || CPUID Data |
Intel® Processor Identification Utility /'7
-
= In Al d in AMD
Intel(R) Core(TM)2 Ext: CcPU
= - ~ so supported in
( Supporting Advanced Intel Processor Technologies \ .
SE— - ! Ryzen ( Secure Virtual
\ Intel(R) Hyper- ~Threading Technology No /
~ Intel(R) 64 Architecture Yes > g H H
s3I -t Machine (SVM) in :

- onhatheahFS-lh_--__——

&= Enhanced Intel SpeedStep(R) Technology s Intel(R) Advanced Vector Extensions No

- €l(R) AE:

{ el VT
’!\ £
mmmmmmmm

v .
£ o Intel processor numbers are not a measure of peformance. Processor numbers dfferentiate features within each processor
) way not acros sor_number for details.




Virtual Private Server

* Virtual Private Server (VPS): aciotrolei Eikovikotroinon
Yia va hgoipdacel Tov 01a0€Tn o€ containers, 10 KABE £va

EK TWV OTTOIWV AEITOUPYEI WC CEXWPIOTOC dIABETNC

— KaBe VPS emtpéTrel root access, process
management, stop/reboot VPS, KTA. Ao || Aop || |1 Aep [] Ao
— MNapddeypa: OpenVZ, Solaris BinsiLbs —
Containers & LXC (Linux Containers) Container R

e 2TO NABNua evdéxeTal va Tapete 1 OpenVZ VPS ue

root dIKAIWHATA .
— VPS dnuioupyndnkav apyxikd yia Adyous ac@aAeiog

(chroot jails) O =
— 2ZNAMepa gival TnG uodag software VPS 1a otroia

XpnoigoTrolouvTal yia TNV Olavour AOYIGHIKOU
(tr.x. Docker PaaS)

— z&@eUyoupe atrod IKovikoTToinon A.Z. Kal EI0EpXOUAOTE
OTOV. XWPO NG EIKOVIKOTTOINGNG UWNAQTEQWV. ETITIEOWY
(ek1Og ENMA421)

1-38


https://en.wikipedia.org/wiki/Solaris_Containers
https://en.wikipedia.org/wiki/Solaris_Containers

laaS, PaaS, SaaS

=i _S.en_ar_atign_o_f_Qesponsibilities

storage

Networking ' Networking Networking

I e.g., Amazon e.g., e.g., GMAIL
EPL421 EC2 SQLserver for business
| On-Premi Infrastruct I Softw
n-¥remises nirastruciure oftware
(as a Service) (as a Service)
N - B
| .
3
|| -
g Q
I [ vidaeware I 3
| - . : -
o
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I
[
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Edge Computing l

Push datacenters closer to users:

* Minimize user latency
* minimize energy costs (less net
. Global online video traffic
traffic)

Internet Edge
of Things Computing

Cloud

*Netflix, Amazon, etc **Youtube, vimeo, etc.

***Social media and other platforms

an ICT - Towards Digital Sobriety / ©DW

Realtime Data Processing

1-40



10-300 ms

Edge Computing

INTERNET
CLouD

Big Data processing
Business Logic
Data Warehousing

EDGE

Realtime data processing

1 1
1
At source/on premises ==
data visualization . }
Basic analitics
Data caching, buffering P -

Data filtering, optimization
¢) M2Mcommunications LEC:3031

_____________

i 50
\ \j ) @:0-0‘3 4 < F 7 i \A)
| — % \\@} 6 ‘

SENSORS AND CONTROLLERS

NY Stock
Exchange
Example

Industry 4.0
Example
(robotic

decision on
the Edge)

== == QObjective

Latency:
1ms!

1-41



Edge Computing

# Google Datacenters are more widespread and closer

Sping google.com

PING google.com (172.217.171.238): 56 data bytes

64 bytes from 172.217.171.238: icmp seq=0 ttl=112 time=36.124 ms

# Amazon (US) Datacenters are farther away

S ping amazon.com

PING amazon.com (205.251.242.103): 56 data bytes

64 bytes from 205.251.242.103: icmp seq=0 ttl=226 time=137.962 ms

# Amazon (Germany) Datacenters are closer, still not within 1 ms
S ping amazon.de

PING amazon.de (52.95.120.34): 56 data bytes

64 bytes from 52.95.120.34: icmp seg=0 ttl=216 time=78.836 ms

# Let’s find the latency of something local - We reached the EDGE!
$ ping www.ucy.ac.cy
PING ucyweb.ucy.ac.cy (194.42.1.70): 56 data bytes

64 bytes from 194.42.1.70: icmp_seq=0 ttl=58 time=1.212 ms

1-42



Edge Computing

* Objective to bring
————— ——

Deployment 2004-05 2006-10 2020
//—?\\ Bandwidth  2mbps 200mbps >1gbps
100-500 20-30 <10
;Ii Latency milliseconds milliseconds milliseconds

Average )
Speed 144 kbps 25 mbps 200-400 mbps

1-43



Green Computing

« Green computing is the environmentally
responsible and eco-friendly use
of computers and their resources.

« The StUdy of designing, Energy consumption in the IT sector
manufacturing/engineering, using

. . 20%
and disposing 1% Devices

. . . ata
of computing devices in a way that centers
reduces their environmental o &%
|mpact Network; \

https://whitelabelitsolutions.com/meani
ng-green-computing/

" 11%
Smartphones

17% Computers 11% TVs

Hl Use M Manufacturing

Source: Lean ICT - Towards Digital Sobriety / ©DW
The Shift Project 2019

1-44


https://whitelabelitsolutions.com/meaning-green-computing/
https://whitelabelitsolutions.com/meaning-green-computing/

()
J/
N

Norway’s Biggest Data Center *

* Norway generates 90% of its energy from hydrodynamic.

« Lefdal Mine Data Center: Where the cloud goes
underground. Why?

« Heating from machines used to warm up neighbourhoods

!/ Cooling water is

( distributed to each
street, via the
service tunnel\.

| https://itbizadvisor.com/2017/05/lefdal-mine-data-
center-where-the-cloud-goes-underground/
1-45

https://www.lefdalmine.com/cooling/



Finding Hardware Specs

<ada>$ cat /proc/cpuinfo

# vmware -v
processor: O

VMware ESX Server 31 3.5.0 build-
158869

vendor id: Genuinelntel

cpu family: 6

model: 13

model name: QEMU Virtual CPU version (cpu6b4d-rhelo6)
stepping: 3

microcode: 1

cpu MHz: 2400.084

cache size: 4096 KB

ohysical id: 0 $cat /proc/version

Linux version 5.4.0-96-generic
(buildd@lgw@1l-amd64-051) (gcc
version 9.3.0 (Ubuntu 9.3.0-

cpu cores: | 17ubuntul~20.04)) #109-Ubuntu SMP
apicid: O Wed Jan 12 16:49:16 UTC 2022

initial apicid: 0

siblings: 1
core id: O

fpu: yes
fpu exception: yes
cpuidijdevel: 4 1-46

Wp: yes



[TepiexOpevo Mabnuartoc

 EBO. 1-3: EvToAég UNIX ka1 EpyaAgia Q@eAINOTNTAG
(System Utilities)
Eicaywyn, lotopikn Avaopour, ATTAEG KAl TIPOXWPNHEVEG
EVTOAEC, KavoVvIKEC ekppaoclc, AvakaTteuBuvon (redirect)
Kal dloxETeuaon (pipe), Alaxeipion Apxeiwv, Alepyaaieg,
EvTOAEC TTEPIBAAAOVTOC, ETTIKOIVWVIAG, E10000U/ECOO0U,
s)\)e'\y)xou diepyaoiwyv, EpyaAeia QeeAipoTnTac: sed, awk
KTA.

 EBO. 4-5: NpoypappaTtiondg oto KEAugocg (bash)
Eicaywyn, MetaBAnteg, 2uvBnkeg EAgyxou (if, select),
EtravaAnTrtikoi Bpoyxol (for, while, until), ‘EAeyxo¢ Ponc¢
(break, continue), ZuvapTnoeic, I'Ilvang, AOYIKOI Kal
apIBUNTIKOI TEAEOTEC K. Q.

1-47



[TepiexOpevo Mabnuartoc

ERO. 6: ZuoTAuaTa ApXEiwv.

Eicaywyn ota Apxeia kal 2uotipara Apxeiwv oto Unix (Tutrol Apxeiwv,
Partitions, i-nodes, blocks), MéBodol Etre€epyaoiac Apxeiwv: Standard 1/0O

vs. XapnAou Emmimrédou I/0, MéTa-TTAnpogopicc Apxeiwv, Aoun Kal
[MpooBaon, Alaxeipion Apxeiwv NE KANOEIC ouoTrpaTtog, Alaxeipion
KataAdywyv, NpootréAaocn KataAoywyv pe ouvaptioels BIBAIOBAKNG

ERO. 7-8: Aigpyacieg: NMepifaAAlov, 'EAgyxo¢
Kal ZAMOATO

Aigpyaoiec: Aopn & AvatrapdaoTtaaon, TautotnTeg Aligpyaoiwy, Anuioupyia
Aigpyaoiwyv, MetaBAnTEC MNepiBaAlovtog, Oppavec Alepyaaieg, Alepyaaieg
kKal Apxeia, Avauovr) Aigpyaciwy, Zombie Aigpyaaoieg, 2\uarta Kal
Algpyaaoieg

MIDTERM
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[TepiexOpevo Mabnuartoc

ERS. 9-10: Aia-digpyaoiakn Emikoivwvia (IPC)

Emkoivwvia petagu Alepyaciwy, MeAETN TPOTTWYV ETTIKOIVWVIOC: 1)
2wAnvec (Pipes), ii) FIFO (Named Pipes), iii) Oupéc Mnvupatwy
(Message Queues), iv) Koivoxpnotn Mviun (Shared Memory) ue
2 Nuato@opouc (Semaphores) kai v) lNpoypapuationog YTrodoxwv
(Socket Programming).

ERS. 11: NMoAuvnuaTtikog NpoypapupaTIoCNOG
(Multithreading)

[Acovektnuara Nnuarwyv, Eidn Nnudrwyv, lNoAuvnuarika MovréAa,
H BiBAI0Bnkn <pthread.h> kai TTapadeiypara, ©O<uarta diaxeipiong
Tautoxpoviag, diaxeipion adiecodwvV.

ERS. 12: Napouoidoeic PoiTnTwv

Systems Programming in Windows: Sockets, Process
Management, Threads and Concurrency, IPC

Scripting Languages: PHP, Ruby, Python, Perl, Smalltalk
EROS. 13: NMpoxwpnuéva OLuaTta

Map-Reduce, DevOps, KTA. 1-49



