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[Tepiexouevo AIGAeCNC

Aoun karaAoywyv (Is, cd, pwd, pathnames,
pushd, popd), xwpoc¢ diokou (du, df),
20vdeauol (ouuBoAikoi, okAnpoi - In).
2UUTTIEON-ATTOCUNITTIEDN (ZIp/UNnZzip,
gzip/gunzip, bzip2/bunzip2, tar)

— lNapadeiyua Backup (ue public/private keys)
Id1okTnoia kai Aikaiwuara llpooBaonc
(chmod, chgrp, chown, umask, suid, sqgid,
sticky bit),

lpoocOnkn Xpnorwyv (useradd/ldap)
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Aoun KataAoywyv UNIX

 To UNIX peTaxeipieTal Ta TTAVTA WG ApXEia
— Standard text files and binaries
— KartdaAoyol (Directories)
— 2uvdeopol (Links)
— 2UOKEUEG
* TePMATIKO (terminal), TTANKTPOAOYIO, OKANPOC dioKOC, ..

e AUTO TTQEl TTIOW OTO OoXedIaouo Tou UNIX

TPOCTTABWVTAG VA KPATACEI TO TTAVTA ATTAQ.

— MeTaxelpifovtag Ta TTAVTA TO i0I0 ETTITPETTEI O€ WIA
a1TAN OlETTAPr) VA AAANAETTIOPA e OAa UE TOV idIO
TPOTTO.
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Aoun KataAoywv UNIX

* Aouyn AvteoTpauuevou AEvTpou
/

/etc /Jusr /bin /sbin /home [/lib /var /proc ...

N

/home/faculty /home/students

e N\

/home/faculty/cchrys /home/students/cs
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Aoun KataAoywyv UNIX

/

— P1{Iko¢ kataAoyocg (Root) oAGkAnpou Tou ouoTHUATOC

/boot

— Apxeia TTou XpnoipgoTroioUuvTal KATta TNV EKKivnan.

— To “/boot/vmlinuz...” povoAIBIKOC TTUpvacg Tou Linux n
/mach_kernel Truprivac tou MACOSX;

/bin
— Binaries (Ta onuavTikoTEPa, OTTWC shells, Is, grep, ...)
/usr/bin

* Binaries (AIyOTEPO ONUAVTIKA, EPYAAEiQ TTOU
XPNOIJOTToIoUVTal OTTO TOV XPNOTN OTTwg mysd|,
gnhome, python, zip, KTA.. .x) 3-5



Aoun KataAoywyv UNIX

* /sbin kal /usr/sbin

— System Binaries (EkTeAEoIua TTOU XPNOIMOTTOIOUVTAI
yia ouvTipnon
« XaunAou Emmimrédou (/sbin): reboot, grub
(bootloader), mount, tcpdump, iptables, nmap, KTA.
* YwnAou ETritredou (/usr/bin): 11.x., httpd, squid,
sshd, vsftpd, dovecot KTA.

e Jusr

— [epiExel OedopEVA TTOU OXETICOVTAI UE TOUG XPNOTEG,
T.X.,
 user binaries, Ta £yypagad Toug, BIPAIOBNKEC,

ETTIKEPAAIOEC APXEIWV, KATT... 36



Aoun KataAoywyv UNIX

* [lib (MacOSX => usr/lib & /Library)

— Alapoipalopeveg BiBAloOnkeg (Shared libraries) yia
TTpoypApuarta 1rou yivovral linked duvapika (01Twge T1a
DLL's ota Windows)

— [.x., /lib/libc-2.5.s0 givai n BiBAI0OAKkN TN C oto UNIX n
OTToia OEVETAI OUVAMIKA JE TO EKTEAEDIMO. 2Ta windows
atrd TNV AAAN TTpoypappata C cival statically linked pe
TIC BIBAIOBNKEC (TTapEXETAI ATTO TOV compiler)

* [dev

— 2UOKEUEC (TT1.YX. disk, cdrom, dvd, port, audio, KATT).
QuunOeite o011 oTto Unix Ta T1a@VTA €ival apxeial

 /home (MacOSX => [Users)

— ATtT0OnKeUOVTAI OI AOyapIaouoi XpNOTWV
— T1.x., /nome/facultly/dzeina/
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Aoun KataAoywyv UNIX

e [var

— XWpPO¢G OT1ToUu diaTtnpouvTal dsdouEva Ta oTroia
aAAalouv ouxva (11.X., logs, emails, epyaagiec Tou
yivovtal queued, 11.X., printer jobs)

 [/proc (not available on MacOSX ®)

— XWPOC OTTOU «UAAyovVTaI» (ME vonTo TPOTTO OXI
TTPAYMATIKA) TTANPOYOPIEC YIA TIC UTTO EKTEAEON
OIEPYATIEC (AVOIKTA ApPXEiQ, UVAMN, KTA)

* [1.x., cat /proc/$$/status Ocixvel TTANpoOPOpPIES yia TNV
OlEPYOTia TOU KEAUQPOUC TTOU EKTEAEITE.

 [etc: Configuration files (inittab: processes started at
system bootup, fstab: file systems and their mount
points)

- [lost+found: files that'it restores after'a system crash >



Aoun KaraAoywv oto Android

SHOAPPL00803:
app-cache

config

cache

sdcard

acct

mnt

d

etc

system

sys
shutdown.bravo.rc
sbin

proc

init.rc
init.goldfish.rc
init.bravo.rc

init

default.prop
data
bootcomplete.bravo.rc
root

dev

(Linux Kernel 2.6)

Simple:
Use terminal app from Play Store (e.g., iTerminal

Programmer:

ADB Bridge part of the android SDK

Automations!

$ adb shell Is -R (list subdirectories recursively)
https://qgist.qgithub.com/Pulimet/5013acf2cd5b28e55036¢82¢c91bd
56d8

Researcher:

[C51] "Managing Smartphone Testbeds with SmartLab",
Georgios Larkou, Constantinos Costa, Panayiotis Andreou,
Andreas Konstantinidis, Demetrios Zeinalipour-

Yazti, Proceedings of the 27th USENIX Large Installation
System Administration Conference (LISA'13), Washington
D.C., USA pp. 115-132, ISBN: 978-1-931971-05-8, 2013.
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https://gist.github.com/Pulimet/5013acf2cd5b28e55036c82c91bd56d8
https://gist.github.com/Pulimet/5013acf2cd5b28e55036c82c91bd56d8
https://www.usenix.org/conference/lisa13/technical-sessions/papers/larkou
https://www.usenix.org/conference/lisa13

[TAonynon otn Aopun KataAoywv
* EvroAn /s (emmAoyEg -a, -, -r, -R, -t, -i)

— N\IOTO apXEiWV KAl KATOAOYWYV OTO UPICTAPEVO
KOTOAOYO
-a ! (all) do not ignore files starting with . (hidden files)

-I : use a long listing format
-rw-r--r-- 1 dzeina faculty 950784 Sep 14 13:29 01.Introduction.ppt

-r : reverse order while sorting (avriorpoen raéivounon)
-R : list subdirectories recursively (avadpouika)

-t ; sort by modification time (raéivounon Baocel Tou
XPOVOU TPOTTOTT0iNCNC)

-i : print the index (inode) number of each file
1758427225 drwxr-x--- 2 dzeina faculty 40 Oct 24 2006 zei  3-10



[TAonynon otn Aopun KataAoywv

’ ’ £ es4038.incs.ucy.ac.cy - uTTY

test:

— Aikaiwuara al o
ceheys tepecial 4096 Jan 23
—_— A p Ieuo' ZK A r] p (,(,)V ZUV5 éo-uwv drwxr-xe-x ¢ cchrys tepecial 4096 Jan 23 23156 testd
teat/testl:

- I5IOKTI7 Tng total 0
, , -ty-r--r-- 1 cchrys tapecial 0 Jan 23
— Quada IdioKTNTN

teat/testl!

— Méye6og

v-r--r-- 1 ccheys tapecial 0 Jan 23

— Xpovoc¢ Tporrorroinong
— Ovoua

drwxr-x--- 2 dzeina faculty 40 Oct 24 2006 zei
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File Creation Timestamps
[atime, mtime, ctime and crtime/btime (ext4)]

$ touch test.txt
$ stat test.txt
File: ‘test.txt’

Size: O Blocks: O IO Block: 1048576 regular empty file
Device: 3fh/63d Inode: 6670939444 Links: 1
Access: (0600/-rw--—-—---- ) Uid: ( 1240/ dzeina) Gid: ( 231/ faculty)

Context: system u:object r:nfs t:s0
Access: 2018-03-28 11:31:19.705349937 +0300 # time of last access (of the file’ s content) - R *
Modify: 2018-03-28 11:31:19.705349937 +0300 # time of last data modification (file’ s content) — W or A
Change: 2018-03-28 11:31:19.705349937 +0300 # time of status change (inode change)
Birth: - # ext4 newly introduced attribute to show when it appeared on filesystem
$ echo "a" > test.txt
$ stat test.txt
File: ‘test.txt’

Size: 2 Blocks: 8 IO Block: 1048576 regular file
Device: 3fh/63d Inode: 6670939444 Links: 1
Access: (0600/-rw--—-—---- ) Uid: ( 1240/ dzeina) Gid: ( 231/ faculty)

Context: system u:object r:nfs t:s0
Access: 2018-03-28 11:31:19.705349937 +0300

Modify: 2018-03-28 11:31:40.629763232 +0300 *Relatime (deferred atime
Change: 2018-03-28 11:31:40.629763232 +0300 updates) in 2 slides

Birth: -
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File Creation Timestamps
[atlme mtime, ctime and crtime/btime (ext4)]

chmod 777 test.txt
$ stat test.txt
File: ‘test.txt’

Size: 2 Blocks: 8 IO Block: 1048576 regular file
Device: 3fh/63d Inode: 6670939444 Links: 1
Access: (0777/-rwxrwxrwx) Uid: ( 1240/ dzeina) Gid: ( 231/ faculty)

Context: system u:object r:nfs t:s0
Access: 2018-03-28 11:31:19.705349937 +0300 # time of last access (of the file’ s content) — Read
Modify: 2018-03-28 11:31:40.629763232 +0300 # time of last data modification (file’ s content) — Write or A
Change: 2018-03-28 11:33:14.851150111 +0300 # time of status change (inode change)
Birth: -
$ cat test.txt
a
$ stat test.txt
File: ‘test.txt’

Size: 2 Blocks: 8 IO Block: 1048576 regular file
Device: 3fh/63d Inode: 6670939444 Links: 1
Access: (0777/-rwxrwxrwx) Uid: ( 1240/ dzeina) Gid: ( 231/ faculty)

Context: system u:object r:nfs t:s0

Access: 2018-03-28 11:33:32.247672734 +0300

Modify: 2018-03-28 11:31:40.629763232 +0300

Change: 2018-03-28 11:33:14.851150111 +0300

Birth: - 3-13



Noatime, Relatime mounts

 Normal mounting according to POSIX is atime, however certain
filesystems use noatime (atime never accessed) or relatime

* relatime maintains atime data, but not for each time that a file is
accessed.

— With this option enabled, atime data is written to the disk only if:

« the file has been modified since the atime data was last updated (mtime -
time of last file’ s content data modification — W or

+ the file was last accessed more than a certain amount of time ago (by
default, one day).

cat /proc/mounts | grep students

pallene.in.cs.ucy.ac.cy:/home/students /home/students nfs4

rw, relatime,vers=4.1,rsize=1048576,wsize=1048576,namlen=255,hard,
proto=tcp,timeo=600, retrans=2, sec=sys,clientaddr=10.16.1.101, loca
1 lock=none,addr=10.16.1.33 0 O
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[TAonynon otn Aopun KataAoywv

« EvTOAn cd
— AANAayI TPEXOVTOG KATAAOYOU

« Ei1dIKoi KataAoyol-2uuBoAiouoi
— KardaAoyoc-pica (/)
— TpEXwV KataAoyoc (.)
— ['ovIKOG KaTAAoyoG (..)
— KaraAhoyoc Agpetnpiac ($HOME) (~)

— AuTOi oI KaTtaAoyol uTTopouv va «oToIfaxBouv»
e [1.x.../.. =»duo KATAAOYOI TTAVW ATTO TOV TPEXWV KATAAOYO
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[TAonynon otn Aopun KataAoywv

* EvroAn pwd (i echo $PWD)

— Epgavion ATTOAUTOU OVOUATOC-UOVOTTATIOU
TPEXOVTOC KATAAOYOU

* Ovouarta-MovoTraria

— ATTOAUTO
* [1avToTE CEKIVA ATTO TOV KATAAOYO-pia (/)kal
TepIAauPavel OAN TN d1adpoun
— I'l.x. /home/faculty/dzeina/public
— 2LXETIKA
e 2XETIKA JE TOV TPEXWV KATAAOYO

— I'.x. ~/public
3-16



[lpoxwpnuevn MNAonynon
otn Aoun KataAoywyv

EvtoAn pushd <dir>
— «2TTPWYXVEI £VA KATAAOYO O€ PIa oToifa
« Etrion¢ yetakivoupaoTte oto KartaAoyo <dir>

EvtoAn popd
— «Byadle» TNV KEaAn X aTtro Tn oToifa
« Emrion¢ yeTakivoupaoTe 0TO KATAAOYO <X>
Mia oToifa eival yvwoTth we LIFO
— Last In, First Out

ExTeAwvTac: pushd

— TTAPCOETEI TO TTEPIEXOMEVO TNC OTOIRAC.
3-17



Xwpoc¢ Aiokou kal Oplo Xpnong

* EAegyxoc xpnonc xwpou diokou
— EvtoAn du (disk usage)
» Aciyvel TTOOO Xwpo (o€ kilobytes) deopeveTal yia KABe apxeio
| KATAAOYO (avadpOMIKG)
— du —c: ouvoyilel To TeAIKO aBpoioua o bytes.

— du —s: ekteAegi TNV avadpoun aAAa mapouoialsl Uovo 1o
aBpoioua Tou ueyéBoug Tou KaraAoyou (Oxi1 To uéyeBo¢ KABe etTi

UEPOUC KATAAOYOU)
apadsiyuara \

du -c answers.txt input.txt duzei du -s zei
28  answers.txt 0 zeils1 20 zel
4 Nout txt 20 zel
nput-&x Find Largest File in UNIX (e.qg., partition filled)
32 total du -a /dir/ | sort -n -r | head -n 20
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Xwpoc¢ Aiokou kal Oplo Xpnong

» EAcyxoc diabcaiuou ywpou diokou
— EvroAn df —h (human readable output)

* Aeixvel TOo0G XWwpog (o€ kilobytes) eival diabégipog

oTo file system

O Aoyapliaouog Tou XpNOoTn EXEI

TTEPIOPICHEVO XWEO.

XpnoIJoTrolEiTal Eva 0pIo

xpenong (quota) yia va
0 0100£01M0G XWPOC.

quota —v # display disk usage and

limits

eNeyXOEi

NES Mounts

Filesystem Size Used Avail
/dev/mapper/VGSystem-LVroot

2.0G 881M 1002M
/dev/mapper/VGSystem-LVtmp

992M  34M 908M
/dev/mapper/VGSystem-LVvar

3.26 1.3G 1.8G
/dev/mapper/VGSystem-LVopt

496M 113M 359M
/dev/mapper/VGSystem—LVusr

4.4G 2.8G 1.4(
/dev/mapper/VGSystem-LVusrLocal

496M  64M 407N

/dev/sdal 99M  40M 55N
tmpfs 2.0
/dev/mapper/V

566G 33G  21d
7Cs.ucy.ac.cy:/home/projects
256G 21G 3.4(4
csfs3.cs.ucy.ac.cy:/home/support
100G  68G 330G
csfsl.cs.ucy.ac.cy:/home/faculty
432G 410G  23G
csfs7.cs.ucy.ac.cy:/home/students
170G 130G 416G
csfs4.cs.ucy.ac.cy:/home/research
342G 338G 4.3G

csf

106>
seq Mounted on

47%\ /
4% |/ tmp
41% Y var
24% Yopt
67% fusr
14% fusr/local

43% Jboot

0% Jdev/shm

61% Z;:t;;?3‘-,\\\\\\
87% Jhome/projects

68% fhome/support

95% phome/faculty

77% |/home/students

99%) /home/research
N LAV




duAagn Xwpou Aiokou

e 2 UUTTIECN QPXEIWV
— EvtOoAn zip
 Kabe apyxeio rou ouptéCeTal avTikabioTaTal ue Eva ApxeEio ue
TTPOEKTAON .Zip
» [lapadeiyua: zip file.zip *
— EvtoAn gzip
 GNU ekdoxn Ttou zip
 Kabe apyxeio Trou ouptéCeTal avTikabioTaTal ue Eva apxeio ue
TTPOEKTAON .gZ
— EvtoAn bzip2
* AlaQopPETIKOS aAyopiBuog (LZW)
» Kd&Be apxeio TTou ocuptméCETal QvTIKOBIOTATAI JUE €V APXEIO ME
TTPOEKTAON .bZ2

EmiAoyn -v

» Verbose mode — deixvel TV avaloyia cuutrieong yia KABe apxeio
TToU €TTECEPYALETAl

» Turrwvel: total bytes=55, compressed=44 -> 20% savings
3-21



duAagn Xwpou Aiokou

* ATTOCUMTTIEON QPXEIWV
— EvToAn unzip
— EvToAn gzip -d (decompress) i gunzip
— EvtoAn bzip2 -d ny bunzip?2

3-22



Verbosely (dnA.,

, , ’ OEiXVEIl TI
CDU)\GE,F] X(L) pOU A|GKOU OUL]JCm;CsmI 070
tar file
list
create flle Conltsents _z_extract

 EvtoAn tar (emAoyéc -c, -f, t, -V, -x)

— 2wdel TTOAAG apxeia yadli o’ Eva eviaio apxEio Kal
olatnpei TAnpo@opieg Tou filesystem 61TWCG USer,
group permissions, dates, directory structures.

— TAR: Tape Archive
[apadciyuara

— tar -cvf archive.tar foo bar

* Anuioupyei 1o tar file atd Ta apyeia foo kai bar.
— tar -xvf archive.tar

« ECayel OAa Ta apxeia atrd 10 tar file.
— tar -cvfz archive.tar.gz foo bar

* Anpioupyei ouptrieopevo tar_file (ue Tov aAyopiBuo gzip) ato,
Ta apxeia foo kar bar



[Mapadeiyua EpyaAgiou Backup

# Execute every day at 02:30
# crontab -e
# Add: 30 2 * * * /home/faculty/dzeina/backups/anyplace/wwwbackup.sh

#!/bin/bash

# ALWAYS remember to have #!/bin/bash (no spaces) in the first line of the script for
it to be executed by crond! Also check permissions to be 755 so that crond can have
execute permissions on the file

date

# carry out remote backup
echo -e "Backup WWW Play Web ap.cs.ucy.ac.cy .."
ssh -1 anyplace ap.cs.ucy.ac.cy tar -zcvf /tmp/anyplace-www-daily-backup.tar.gz /home/anyplace

echo "Done"

# transfer on csucy remote backup
"

echo -e "Transferring remote /tmp/anyplace-www-daily-backup.tar.gz locally

scp anyplace@ap.cs.ucy.ac.cy:/tmp/anyplace-www-daily-backup.tar.gz
/home/faculty/dzeina/backups/anyplace/anyplace-www-daily-backup.tar.gz

echo "Done"

# delete remote backup
ssh -1 anyplace ap.cs.ucy.ac.cy rm -rf /tmp/anyplace-www-daily-backup.tar.gz
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2 UMJPBOAIKOI 2Uvdea ol

* EI10IKOC TUTTOC ap)eiou: OXI apxeio dedouEvwy,
OAANG QPXEIO TTOU TTEPIEXEI EVA OEIKTH O KATTOIO
AaAAo apxeio (OnA., oav Shortcut ota Windows).

— Apa wW¢ guvroueuan

* 2UVTOUEUON O€ €Va KATAAOYO
* [TapExel Eva ypriyopo oUVOECHO O€ OTTOIOdNTIOTE APXEIO.

' cs4038.in.cs. ucy.ac.cy - PuTTY.

hash-3.1% 1z -1 test/LinkToFileZ.txt

lruxrwxrwx 1 cspgocl cspg 20 Jan 24 10:33
3.15 |

bash-3
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2.UvVOEQOI
. EvToAn In (emAoyn -s) <TARGET> <NAME>

— -S OnAwvel éva ouuPoAiko ouvdeopo (symbolic link)

— XWpic TNV €AoYy auTh, Eévac okAnpog¢ ocuvdeopog (hard link)
ONMIOUPYEITAI UE TO TTEPIEXOMEVO TOU target apxeiou.
— [.x., In —s oldfile symboliclinkfile
o Aia@opad ueraéu evoc okKANpouU Kal EVOS OUUBOAIKOU
OUVOEOOU:
— Oa e¢nynBei apydTepa TTI0 AVAAUTIKA.

— [NpokaTtapTIKA £TTECYNON:

* 2UMPBOAIKOG ouvdeopog: ‘Eva apxeio () kataloyog) X, padi Je TTOANES

EYYPOAPEC META-TTANPOPOPIWYV (inodes) TTou avagépovTtal oTo X.
— KdbB¢e inode meta-rAnpogopiwv gival cav Shortcut

« 2KAnp6¢g ocuvdeopog: ‘Eva apxeio (1 kardAoyog) X, padi ye 1 eyypagn HETA-
TTAnpo@opiwy (inode) TTou avagéperal o1o X. H eyypagry HETA-TTANPOPOPIWY
(inode) karaypagel TTOO0I AVAPEPOVTAI OTO £V AOYW apXEio.
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|010KTNOIa KOl AIKaiwuaTa
[TpdofBaoncg

 Xpnornc (User). oTTol000NTIOTE EXEI
Aoyaplaocpo oto UNIX cuoTtnua

* O1 xpnoTec opyavwvovTal o€ Ouadec
(Groups).
— EVOG N TTEPICOOTEPOI XPNOTEC UTTOPOUV VA

QVvNKOUV 0€ TTOAAATTAEGC OHADEG.
Superuser @

(System adminimr)

o o o0 o o o
AMAAAMAMAMAAMA
o/ 0 o0 (0 (0 o o
AMAAMAMAMAAM
o/ 0 o 0 (0 o o
MAMAMAMMAAMAAMA
o 0 0 0 o o o 3-28
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|010KTNOIa KOl AIKaiwuaTa
[TpdofBaoncg

* [0 va BPEIC TTANPOPOPIEC OE TTOIO/EC
OMada/EC AVNKEI EvacC XPNOTNC:

— EvToAn groups <username>

bash-3.1$ groups dzeina
dzeina : faculty epl371
bash-3.1$ groups cchrys
cchrys : tspecial epl001 csphd visiting epl371

— 2nueiwon: 1o UNIX, k&6e xprnotng NMPENEI va civai
MEAOGC TOUAAXIOTO HIOG opadag (auTr) TTou opileTal
amrd 10 GID péoa oTo /etc/passwd) 3-29



|010KTNOIa KOl AIKaiwuaTa

[TpOc3aong

« Emireda Ao@pdaAciac:
— ZuoTtnua, KataAoyog, Apxeio

— AO@AAcla ZUCTAMATOG: EAEYXETAI ATTO TOV

OIaXEIPIOTH TOU OUOTAMATOGS (system administrator)

— KatdAoyog ka1 Apxeio: EAEYXETAI ATTO TO XPNOTH

OTOV OTTOI0 AVNKEI

)
AN

SysAdmin

Level 1:System

Level 3:File
D 2
User

\Level 2:Directory

v
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|010KTNOIa KOl AIKaiwuaTa
[TpdofBaoncg

« Kwdikag Aikaiwpdatwy MNpoéocpfaong*

File Type | Read Write Exec Read Write Exec Read Write  Exec
Indicator \ ( \ ( \ (
- row X row X row o X
(regul, dir, ...)
User Group Others

— User (XpnoTng-I6|0KTr|Tr|g) O dnuIoupyOdC TOU apxEiou
— Group (Opada): 21 Ao XPrOTEC TTOU OUADOTTOIOUVTAI

— Others (YroAoitrol): O101000ATTOTE AOYAPIAGUOG TTOU
dev avnkel atnv Opdada aAAd avikel o€ GAAN ouada

— TpEIC TUTTOI DIKAIWPATWY TTPOCRaoN:
* r read
W write
* X execute
permission denied
* Is=al <filer|-directory> 3-31



|Id10KTNOIa KOl AIKaiwuaTa
[TpboBaonc

« TiummodnAwvel To KAOE €ido¢ TTPpdoRACNC;

r (read) View file contents List directory contents
w (write) Change file contents - Change directory contents
(create and remove files in that
dir.)
x (execute) Run executable file - Access files explicitly (by

name) in the given folder

- Permission denied Permission denied
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How to provide RWX Access to
specific Other?

« chmod xx7 folder

— gives access rwx to other, might be necessary e.g.,
to allow the cron job user access a given directory.

— At the same time other processes also have this
right.

— How to fix it?
 Solution 1: Make him the Owner of the folder
— chown -R user2:group2 /home/user1/documents

— Problem: we lose access to the folder (i.e., we
become others :-(

« Solution 2: setfacl/getfacl next slide ... 1



Access Control Lists (ACLs) of files and
directories.

1)dzeina@ada> getfacl test/ setfacl: Invokes the program to manage

# file: test/ permissions.
# owner: dzeina *-m: This flag is used to Modify
permissions.

# group: facult
g P y eu:root:rwx: Specifies the

user::rwx _ .
group: :——— user root (u:root) and grants him reading,
other: :——— writing, and execution permissions (:rwx).

test: The target file/folder to which
permissions are modified/applied.

1)dzeina@ada> setfacl -m u:root:rwx test
1)dzeina@ada> getfacl test/

# file: test/
# owner: dzeina

# group: faculty

user:: rwx
user:root: rwx

group::——

mask: : rwx 3-34

other::———



|010KTNOIa KOl AIKaiwuaTa
[TpOc3aong
« AcikTnG TuTtTOU ApXEiou

Xapaktipag |Acgiktng Totrou Apxeiou

d Directory

b Block-type special file (11.x., DVD,
CDROM, DISK)

C Character-type special file (11.x., terminals,
printers Kai networks)

| Symbolic Link

P Pipe

S Socket

- Regular file o
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* EAcyyovTac Ta AIKaiwPaTa:
— EvioAn Is - <file_OR_dir name>

bash-3.1$ 1ls -1R test/ | head
total size of all files in the list (measured in 512 B)

test/:
i 4/ Permissions, Hard-Links, User, Group, FileSize, Last Modified Date + Time,
tota _— Filename

-rw-r--r-- cspgcecl cspg 28 Jan 25 14:35 HardLinkToFilel.txt

cspgccl cspg 20 Jan 24 10:50 SymbLinkToFile2.txt -> test/test2/test2.txt
cspgccl cspg 50 Jan 28 17:25 testl

cspgccl cspg 22 Jan 24 10:42 test?

lrwXrwxrwx
drwxr-xr-x

N PN

drwxr-xr-x

test/testl:
total 4
drwxr-xr—-x 2 cspgccl cspg 24 Jan 23 22:41 testl 1

3-36
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o AANayn AIKAIWUATWV:

Changing
Permissions

Symbolic I Octal I

3-37
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o AANayn AIKAIWUATWV:

— EvroAry chmod = povov o 1010KTATNG (0 su)

(kal GANa HEAN TNG OPAdAC KATW aTTd 0pBaG JIKAIWHATA JTTOPOUV
va TO TTpacouv!)

—

chmod options mode file/directory
AN
_ symbolic
-R: recursive or octal

3-38
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* AAAayn AIKAIWHATWYV: ZUHMBOAIKH pHop®n
— EvtoAn chmod

chmod -options modes Fle/dlrectory

r)/ l Operator\L lpermlssmns
} {
X
. y . F
Example

chmod u=rwx,g+w,o-w memo.doc
{—I 39

Chmod +x file
> Adds +x to u,g,o {

v oW c 4
| + Il




chmod +x

Stouch testfile
Sls -al testfile

—rw—r—-—-r—— 1 dzeilna

Schmod +x testfile
Sls -al testfile

—rTWXr—-Xr-x 1 dzeina

Schmod = testfile
S 1ls -al testfile

__________ 1 dzeina

Schmod 777 testfile
S 1ls -al testfile

—rwxXrwxrwx 1 dzeina

staff

staff

staff

staff

Feb

Feb

Feb

Feb

14

14

14

14

11

11

11

11

2277

2277

2277

2277

testfile

testfile

testfile

testfile
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* AAAayn AIKAIWHATWYV: ZUHMBOAIKH HOop®n
— EvtoAn chmod

chmod who operation permissions filename

Cl for us% /foradd A /—A A

r for read
g for group - for remove w for write
o for others = for assign x for execute

(1 for all ) (set) )\ )

3-41



|010KTNOIa KOl AIKaiwuaTa
[TpdofBaoncg

* ANayn AIKalwudaTwy: ZUMBOAIKA pOop PN
— [Mapadeiyua:

bash-3.1$ 1s -1 test. txt
-rw—-r—-—-r—-— 1 cspgccl cspg 0 Jan 30 19:38 test.txt

AAAayr TwV SIKAIWPATWY TTPOCRACNS £T01 WOTE OAOI va HTTOPOUV
va 10 d1aBdafouv Kal va TO EKTEAOUV KAl HOVO O IBIOKTHTNG KAl

n ouada va yIropouv va ypd@ouv ¢’ auTto (rwx| FWX| r-X):

bash-3.1$ chmod ug=rwx,o+x test. txt
bash-3.1% 1s -1 test. txt
—rwxrwxr—-x 1 cspgccl cspg 0 Jan 30 19:40 test.txt

« chmod o= test.ixt = agaipel Ta dikaiwparta arrd O group
3-42
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* ANayn AikaiwpdTtwy: OKTadIKN Hopon

Permission r w X r - x r - x
Octal Value 4 2 1 4 - 1 4 - 1
User Group Others

‘ chmod 755 file_name I

3-43
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* AA\ayn IdloKTNCIaC

— EvioAn chown <new _owner> <filename>

« AANayn 1I010KTNTNCIAC EVOC OpPXEIOU = MOVOV O
I010KTATNG (KOI O su) JTTOPEl va TO TTPAgEl!
— Mg tTnVv aAAayr], 0 VEOC IBIOKTTNG €ival O HOVOG TTOU UTTOPEI
va dwaoel Ta dIKAIWMATA TTiICW (KAl 0 su).
chown root /directory

Change the owner of /directory to "root". The group of
/directory is changed to root’s default group (i.e., root).

chown root:staff /directory

Likewise, but explicity change the group of /directory to
"staff“. (recall that a user might belong to several groups)

chown -hR root /directory

Change the owner of /directory recursively (-R) to "root"
(including the traversal of symbolic links. Used 3.44

(-h) to exclude them.)



Taking Ownership in Windows.

b
[
N

Fixing Orphaned Users)

'

==

Documents Properties

General | Sharing | Security [ Previous Versions [ Customize\

D:\Documents

Object name:

Group or user names:
.33 SYSTEM -

3 Account Unknown(S-1-5-21-1206375286-251249764-2214 1
82, Administrators (TaylorGibb-PC\Administrators)

2 1 leare Mawdad=ikh.Dr\l loarc)
< | m | )

To change pemissions, click Edit.

Pemissions for Account
Unknown(S-1-5-21-1206375286-: Allow
Full control a
Modify
Read & execute
List folder contents
Read
Write v

m

ANENEN

For special pemissions or advanced settings,
click Advanced.

Leam about access control and pemissions

[ OK ][ Cancel ] Apply

% | [ [ 5| Local Disk (C
“ Home Share View o
¢ v M % > ThisPC > Local Disk (C:) v O | Search Local Disk (C:) P
Quick access Name Date modified Type Size L
= D¢ Advanced Security Settings for Data O X |
¥ D¢
D¢ | Name: C:\Data
& Pi Owner: winaerc (WIN-0J7HO00386S\winaero) s
& Ong¢ [[]Replace owner on subcontainers and objects
& Thit Permissions Auditing Effective Access
m= D¢
D For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).
B D¢
i’ D¢ Permission entries:
M Type Principal Access Inherited from Applies to
Pi 3& Allow  Administrators (WIN-OJ7HOO...  Full control CA\ This folder, subfolders and files
—
i 8, Allow  SYSTEM Full control CA\ This folder, subfolders and files
v 33, Allow  Users (WIN-OJ7HO003865\Us... Read & execute CA This folder, subfolders and files
:47 Le 334 Allow  Authenticated Users Modify CA\ This folder, subfolders and files
& SH
By Net
Add Remove View

Disable inheritance

[]Replace all child object permission entries with inheritable permission entries from this object

Cancel
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* AANayn Ouadacg

— EvTOAn chgrp <new_group> <filename>
* AN\ayn opadac (effective group) evog apxeiou o€ pia GAAN
ouAda oTnV OTToia AVAKEI O XPNoTnNG
* Mtropei va etmiTeuxBei kal ye Tnv chown
bash-3.1$ 1s -1 test.c
-rw-r—-—-r—-—- 1 cchrys tspecial 55 Mar 17 2015 test.c
bash-3.1$ groups cchrys
cchrys : tspecial epl001 csphd visiting epl371l
bash-3.1$ chgrp visiting test.c
bash-3.1$ 1s -1 test.c
-rw—-r——-r—— 1 cchrys wvisiting 55 Mar 17 2015 test.c
bash-3.1$ groups cchrys
cchrys : tspecial epl001 csphd visiting epl371l
Acite EmTouevn Aiagaveia yia Bagikn & ouutmAnpwuarikn ouadal 346




Primary / Supplementary
Groups (groups, id)

« Avd mmaoa oTiyun, évac UNIX xpnotng @épel éva user id (uid) kal €va
group id (gid).

* [lapaAAnAaq, Evag xpnoTtng MTTOPEi va avriKel Kal o€ AAAa groups, To
TpwrTo (default) ek Twv otroiwv ovopdletal Bacikn opada (Primary
Group), evw Ta UTTOAOITTA CUMTTANPWHOATIKEG OHADEG
(Supplementary Groups)

$ groups # print the groups a user is in

faculty epl371 epll32 anyplacegrp epl646 colloggrp crowdgrp smartpgrp
smartgrp smartlgrp smartnet tvmgrp

$ id # print group names and their group IDs

uid=1240 (dzeina) gid=231 (faculty)
groups=231 (faculty),306(epl371),314 (epll32),348 (anyplacegrp),411 (epl64db)
,426 (colloggrp) ,446 (crowdgrp), 453 (smartpgrp),466 (smartgrp), 483 (smartlgrp
), 488 (smartnet), 505 (tvmgrp)

$ newgrp epl371 # oddayq PacLKAg¢ opddag

uid=1240 (dzeina) gid=306 (epl371)
groups=231 (faculty),306(epl371),314 (epll32),348 (anyplacegrp), 4l
1(eplo4do6),426(colloggrp), 446 (crowdgrp), 453 (smartpgrp), 466 (sjugrt
grp) ,483 (smartlgrp) 488 (smartnet) ,505(tvmgrp)



AvTAnon TautoTNTwyv atro EcuttnpeTnINn
TauTotroinonc LDAP - EvToAn getent

NMapouciaon xpnotwyv (avriotoixo Tou /etc/passwd)

Sgetent passwd

aandre2?28:*:2923:472:Andreou
Andre:/home/students/cs/2011/aandre?28:/bin/bash

acostaQl:*:2776:472:Andri
Costa:/home/students/cs/2011/acostall:/bin/bash

ageorg35:*:2743:472:Anna
Georgiou:/home/students/cs/2011/ageorg35:/bin/bash

NMapouciaon otoixeiwv opadag (avrioToixo Tou /etc/groups)

Sgetent group csll
csll:*:472:
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* Aikaiwparta NpdéoBacng apxeiwv Kal KATAAOYwV
KaTa TN dnuIoupyia Toug

— EvroAn umask (Opilel 11 dikaiwuara agaipouvrai)

— Ta €€ opiopou (TTPOETTIAEYUEVA) OIKAIWHATA EVOG
OnuIoupynBevTOg apxeiou n kataAoyou pubpidovTal
APXIKA XPNOIUOTTOIWVTAG HIa PETABANTA 3-wn@iwv o€
OKTAdIKO oUCTNMA, TTOU ovopAadleTal user mask.

— AUTO 1O user mask £xel opioOei a1ro TOV System
administrator otav dnUIoupynoOnkKe o Aoyapiaouog
TOU KAB¢g xpnoTn.

— To user mask Teplexel TIG pUBUICEIS € OKTADIKO YIa
10 OIkalwpaTa Tpoofaong Tou APAIPOYNTAI a1

TO JEYIOTO OTAV £EVAC KATAAOYOG I ApPXEIO
ONUIoUpPYEITAl.
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— Méyiota Aikaiwpara KaTd Tnv Onuioupyia:

« KataAdyou: 777 (OnA., rwxXrwxrwx)
« Apxeiou: 666 (OnA., rw-rw-rw-)

— I.x., ye “touch a” Ta dikaiwpaTa Tou a gival “666 — umask”™

— ['aTi 666 o€ apxeia kal 777 o€ KATAAOYOUG;

* To UNIX trpooTTabei va oupTrepipEpPETAl £CUTTVA
Ooov agopd Ta execute diKAiwUa.

— [MpakTika Ta apxeia Bewpouvtal ot dev £xouv NOTE
execute dikaliwpara Kata Tn dnUioupyia Touc.

— A@aipwvTac £¢'opiocpoU TO execute oe apxeia ETTITPETTEI TO
oUOTNUO VA €XEI TTEPICOCOTEPN QOPAAEIQ.

— To execute o€ KATAAOYOUC OEV APAIPEITAl EQOCOV PTTOPEI

va BEAouue va TTapExoupe access by file name 350
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— I‘Iapdésypa To emitTAéov 0 Ba €€nynBei o€ Aiyo
bash-3.1$ umas
2
bash-3.1$ touch test. txt
bash-3.1$ 1ls -1 test. txt

1 cchrys tspecial 0 Jan 31 06:27 test.txt

bash-3.1$ mkdir test-perm
bash-3.1$ 1ls -1d test-perm/

drwxr-xr-x>2 cchrys tspecial 4096 Jan 31 06:28 test-
perm/

File Directory
666-022 = 644 777-022=755
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— MNapadeypa (ouvexela)
bash-3.1$ umask 077 (group & others: NO permissions)

bash-3.1$ touch test2. txt File: 666 - 077 = 600
bash-3.1$ 1s -1-te . txt
1 cchrys tspecial 0 Jan 31 06:59 test2.txt

bash-3.1$ mkdir test2-perm Directory: 777 - 077 = 700

bash-3.1$ 1s -1d te -perm (-d:show dir not content)
2 cchrys tspecial 4096 Jan 31 07:00 test2-
perm

— To umask puBuiletal yia opa Kal IoXUEI
LEXPI TNV aTTOOUVOEDN TOU session.
« KaBe @popa 1Tou ouvdeopaoTe (log in) oTo
oUoTNUA, TO Umask KpaTta TnV TTPOETTAEYUEVN TOU
TIUN (apyoTepa Ba HIANOOUUE YIA TO TTPOPIA)
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E10ika AikaiwuaTa Npoocaong

e 2& TTOAAEC TTEPITITWOEIC TIPOKUTITEI N AVAYKN VIO

TTPOCWPEIVA avapBabuiopEva dIKaIwPATA.
— T1.x., 0 xpotnc dzeina:faculty va €xel dikaiwuarta root:root kaTtd
TNV €KTEAEON TNV €VTOANG /usr/bin/passwd
* YTIapxouv ol akOAouBol TpOTTOL:
1. Login as <newuser> (11.X., SU — newuser)

2. Run command with sudo (11.%., sudo —u newuser /usr/bin/passwd,
requires the existence of configurations in /etc/sudoers/)

Use the following to avoid annoying password prompt — useful in scripts:

S sudo visudo
[username] ALL=(ALL) NOPASSWD: ALL

1. Special Permissions on Executable (E1dik& Aikaiwuara)
*Set User ID (SUID) -- yia ekTeAEOIUO apXEia
*Set Group ID (SGID) -- yia ekTeAéoIpa apxeia

*Sticky bit (STB) -~ yia KaTaAdyous 3-33



Ei1dika AikaiwuaTa Npoofaonc:

ApXeia

e PuUBuion EdIkwv AIKAIWPATWY

Evdéxeral va givai
Kal OT0 TEAOC

— Xpnon NG evToANG chmod o€ oKTadIKn Hop®n:
* T1.X. chmod 7777 filename

sudi{sgid|stb | r (W | X | r |w|X | T |wW]|X
4 2 1 142 4 | 2 4 | 2
7 I I I

Special user group others
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Ei1dika AikaiwuaTa Npooaonc:
ApXeia
+ E10Ika Aikaiwpara: Set User ID (SUID)

— SUID emITpETTEI OTOUC XPNOTEC VA EKTEAEOOUV £VA APXEIO
KAl va Yivouv TTpoowpEIvoi 1I010KTATESG (Owners) Tou
apxeiou (kaTta 1n dIAPKEIA TNG EKTEAEONC).

« 270 Linux / Unix ayvoeital yia kataAdyouc (UOVOo yia apxeEia)

* Mapadeiypa: H evioAr passwd i ping Y€ 1I010KTATN TOV root €XEl
TIC aKOAOUBEC €IDIKEC pUBUIOEIC:

bash-3.1$ 1s -1 /usr/bin/passwd

—r—[}—x——x 1 root root 21944 Feb 12 2006 /usr/bin/passwd

bég/f§T1$ ls -al /bin/ping

SUID
—rq@r—xr—x 1 root root 40760 Sep 26 2013 /bin/ping

« OT1av €vag xpnoTng ekTeAE TNV EVTOA passwd, o XpAoTNC YiveTal
TTPOCWPIVA O «root» XproTng yia 600 TPEXEI N EvTOAR (OnA., n
dlepyaoia Ba £xel Ta id1a SIKAIWHATA OTTWC AUTA TOU IBIOKTATN
TOU apXEiou) 3-55
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* Mapouciaon EidIKwv AIKAIWHATWYV

— H kardotaon Twv dIKAIWPATWY TTPOCRACNC TToU
ep@avideTal Je TNV EVTOAN «/Is -I» dev €xel EEXWPIOTO
TMAMO YIO T EIO0IKA OIKAIWHATO OE TTOAAEG
uAoTtroinoeig ®.

— ETTe1dn ta €101ka dIKAIWPATA AaTTaIToUV oUuviOwg
«execute», KaAUTITOUV/QVTIKOBIOTOUV TO dIKAiWMA
execute oTnv TTapouciaocn TNG EVIOANG «Is -I».

EXECUTE } }
TWSTWSIwt rwSrwSrwT

XQPIX
EXECUTE

STICKY
SUID  SGID BIT SUID SGID STICKY

BET 3-56
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« E10Ika AikaiwpaTta: Set Group ID (SGID)

— H SGID kavel Toug XpNoTeC va Yivouv NEAOG TNG
OMadag TOU YOVIKOU KATaAOyou

— XPNOoIUo yia dnuioupyia KoivoxpnoTtng TTpooaong o€
ATOMA ATTO JIAPOPETIKEC OuAdEC (T11.X.,Sstudent, faculty)
* YTrapxel karmoia opada “GALL” pye yéEAN Toug
A.G1, B:G2, C:G3 (username:group)
-_O kataAoyocg /projects/ avikel oto GALL.

suid | said | stb

4 | 2 110 A:G1 ektehei «touch file» (dnuioupyia apyeiou)

/ — Twpa 1o file cival Tou A:G1 (d¢ite Is —al file)
Specal T Evw ediv ekTeAOUTAE TO TTIO KATW TTPIV TO touch:

— chmod 2777 /projects/
— Torte 10 file Ba cixe dikaiwpaTta A:GALL
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Mapadeiypa SGID

$lIs -ald anyplace/ # d shows directory not content
drwxrwsr-x 21 kgeorg10 anyplacegrp 4096 Jan 2 00:02 anyplace/

MNMAéov, 611 apxeia dnUioupyoUvTal AVKOUV OTO group anyplacegrp oto
OTT0i0 AVAKOUV Kal o1 duo XpRoTeS (BOAIKO yia aAAayég Kal atrd Toug duo)

$Is -al

total 180

drwsrwsr-x 21 kgeorg10 anyplacegrp 4096 Jan 2 00:02 .
drwxr-xr-x 68 root  root 8192 Sep 30 10:02 ..

drwsr-sr-x 2 dzeina anyplacegrp 4096 Sep 19 14:57 architect
drwsr-sr-x 2 dzeina anyplacegrp 4096 Sep 19 14:57 contact
-rwxrw-rw- 1 dzeina anyplacegrp 181 Sep 18 13:55 contact.html
drwxrwxr-x 2 kgeorg10 anyplacegrp 4096 Nov 27 13:14 css
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« E10iIka Aikaiwpara: Sticky Bit (STB)

— Eav epappooTei 1o Sticky Bit 10T€ n diaypa@n
APXEIWV/KATAOAOYWYV UTTOPEI VA Yivel aTTO Eva

XPNOTN MOVO O€ apxeia TTou el TTPOCOECEI O 10106
0 XPAOTNG.
» To Sticky Bit ekTeAei p1a XpAoiun AsIToupyia oToug
KaTaAdyoug, T1.X., OTO /tmp (KoIvOXpnoTOC XWPEOG)
— MNapadeiyua:
bash-3.1$ 1s -1d /tmp
drwxrwxrw@ 71 root root 16384 Jan 31 04:10 /tmp
Sticky Bit
— E&v 10 /tmp Atav anmAd& 777 1dte Ba umopouoe

omoLoodnmote vo dLlaypdepel rataAdyouc/apxe lo
GAANWV XPNoTdv (O6xL pdvo mpoowiLKkoUCg) .
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[TpooONnKkn ToTTIKwV XpNoTWwV
(EvToAn useradd — LDAP luseradd / Igroupadd)

 #less /etc/default/useradd
GROUP=100
HOME=/home
INACTIVE=-1
EXPIRE=
SHELL=/bin/bash
SKEL=/etc/skel
CREATE_MAIL_SPOOL=yes

To change the default home
directory location for all new users
# useradd -D -b /opt/users

To change the default login shell
# useradd -D -s /bin/sh

Create multiple users with same UID
# useradd -o chrisk -u 501

# useradd -o chris -u 501

# useradd -o user -u 501

Verify the UID of the newly create
users

# grep 501 /etc/passwd
chrisk:x:501:501::/home/chrisk:/bin/sh
chris:x:501:504::/home/chris:/bin/sh
user:x:501:505::/home/user:/bin/sh

Manually assign a UID to the user
# useradd -u 550 chrisk

Add user to different primary

group
# useradd -g admin,dba chris
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